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RE: Committee Report on Bill No. 319-32 {15}
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Transmitted herewith is the Committee Report on Bill No. 318-32 (LS} — An Act to Add a
Senator New Article 3 to Chapter 46, Title 9, Guam Code Annotated relative to creating the
Thomas C. Ada "Computer Spyware Protection Act.”
Committee Member
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May 16, 2014
MEMORANDUM
To: AlLL MEMBERS
Committee on Guam U.5. Military Relocation, Homeland Security,
Veterans Affairs and Judiciary e
From: Senator Frank B. Aguon,
Committee Chatrperson
Subject: Committee Report on Bill No. 319-32 (LS)

Transmitted herewith for your consideration is the Committee Report on Bill No. 319-32 {LS) - An
Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code Annotated relative to creating the
"Computer Spyware Protection Act."

This report includes the following:

Committee Vote Sheet

Committee Report Digest

Copy of Bill No. 319-32 (LS}

Public Hearing Sign-in Sheet

Copies of Submitted Testimony & Supporting Documents
Copy of COR Referral of the Bill No. 319-32 (LS)

Notices of Public Hearing & Other Correspondence

Copy of Public Hearing Agenda

Related News Report

Please take the appropriate action on the attached vote sheet. Your attention to this matter is

greatly appreciated. Should you have any questions or concerns, please do not hesitate to contact
me,

SiYu'os Ma’'dse’ )
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Bill No. 319-32 (15} - An Act to Add a New Articie 3 to Chapter 46, Title 9, Guam Code Annotated relative to
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Senator

‘RANK B. AGUON,JR.

Committee Chairperson

Senator
Tina Muna-Barmnes
ommittee Vice Chalrperson

Speaker

udith T. Won Pat, Ed.D.

Committes Member

Senator
Rory J. Respicio
Committee Member

Senator
Thomas C. Ada

Committees Member

Senator

Jernis G. Rodriguez, Jr.

Committes Member

Senator
V. Anthony Ada
Committes Member

Senator
Michael Limtiaco
Committee Member

Senator
Thomas Morrison
Committee Membaor

COMMITTEE REPORT DIGEST

OVERVIEW

Bill No. 319-32 (LS}, was introduced on April 14, 2014, by Senator Thamas Morrisan, and was
subsequently referred by the Committee on Rules to the Committee on Guam US Military
Relocation, Veterans' Affairs, Homeland Security and Judiciary on April 14, 2014.

Public Notice Requirements

Public Hearing notices were disseminated via e-mail to all senators and all main media
broadcasting outlets for the April 28, 2014 hearing on April 18, 2014 (5-Day Notice), and
again on April 23, 2014 (48-Hour Notice). Notices were also published in the Marianas Variety
Newspaper for the April 28, 2014 hearing on April 18, 2014 and April 23, 2014,

Senators Present

Senator Frank B. Aguon, Jr., Chairperson
Senator Brant T. McCreadie

Senator Thomas Morrison

Senator Aline A. Yamashita, Ph.D.
Senator Christopher M. Duenas

Appearing Before the Committee
lesse Rojas, Office of Technology
Basil O'Mallan, Chief Prosecutor, the Office of the Attorney General

The public hearing was Called-to-Order at 9:00 AM.
SUMMARY OF TESTIMONY & DISCUSSION

Senator Frank B. Aguon, Jr.

The Committee on Guam Military Relocation, Veterans Affairs, Homeland Security, and
Judiciary. ’d like to, before [ highlight the agenda, welcome my colleagues who have joined
us this morning thus far. To my immediate right is Senator Brant McCreadie. To my
immediate left is Senator Tommy Morrison and to his immediate left is Senator Aline
Yamashita. Thank you very much Senators for joining us this morning.

On the agenda, which are several pieces of legislation. One is Biil no. 301, and we’ll highlight
them as we proceed with the overall discussion, and that is relative to the crime of unsworn
falsification. Bill no. 302-32 (COR), which is relative to establishing fines and penalties for
individuals who make false statements to a Guam Customs officer. Bill no. 317-32 {LS)
relative to the crime of phishing. P-H-1-5-H-I-N-G. And Bill no. 318 is relative to creating the
“Computer Protection Act”. And then finally, we will close out the discussion this morning
with Bill 319-32 (LS} relative to creating “Computer Spyware Protection Act”. And just for the
information of the public, in compliance with the public notification requirement, the initial
notice was sent out to all the Senators, as well as, the stakeholders on the 18" of April.

PHONE: (E71)475-GUMY/2 (4861/2) | FAX: {671)47$-GUMY (4863}
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It was in print again on the 18" of April. With the second notification of public hearing sent out on the 23 of April to all the
stakeholders and then, finally, a print on the 23" in regards to the agenda for this morning’s discussion.

Moving forward to bill 319, relative to creating the computer spyware protection act. We also have Mr. Rojas and Attorney
Basil O'Mallan from the Attorney General's Office signed in to provide testimony. And [ would like to recognize the sponsor of
the legislation, Senator Morrison for your opening comments.

Senator Tommy Morrison

Thank you Mr. Chair. The third internet crime bill today is bill 319, the computer spyware protection act. This bill punishes
individuals who, without the knowledge or permission of the owner, place spyware on another computer, For the listening
audience, spyware is software that enables a user to obtain covert information from another computer’s activity by
transmitting data covertly from their hard drive. Thank you Mr. Chair. | lock forward for testimony.

Senator Frank B. Aguon, Jr.
Thank you very much Senator Morrison. Mr. Rojas, can | ask you, | mean you're working out of the office of technology?

Jesse Rojas
Yes, Mr. Chair.

Senator Frank B. Aguon, Jr.

Yes, can i just ask you a quick question? it's a general question. How does the local legislation, proposed legisiation, differ from
anything on the federal level that would protect the interest of citizens and the rights of citizens? Because | do know, even
from the federal level, there are certain legislations, and perhaps this may be included in your testimony. if you're not able to
respond to this, then | will respect that. But, | would like to request some comments or some reference to that. How federal
iegislation, obviously it always trumps local legislation, but how federal legislation provides some protection mechanisms. So,
that we’re not doubling up, but, we are reinforcing the intent of the sponsor, in terms of protecting our consumers and our
citizens. Ok, please if | could present that request on behalf of the commiittee,

Jesse Rojas
Yes, Mr. Chair.

Senator Frank B. Aguon, Ir.

The committee does recognize that Mr. Rojas and Attorney O’Mallan are both present and they will be submitting written
testimony subsequent to today’s date. And they are both in favor of the proposed legislation. Senators, if there are any
comments or questions? Senator Yamashita, please.

Senator Aline A. Yomuashita, Ph.D.
Thank you Mr. Chair. This is a real basic question. I'm just, maybe, a little confused. You're from the Office of Technology, sir?

Jesse Rojas
Yes, ma’am.

PRHOME: (EPTHTS- QUMY T {AREL/T) | FAX: (B71475-GUMS (S50 3)
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Senator Aline A. Yamashita, Ph.D.
And in the opening you said that you were here for Mr. Joey Manibusan. Did | hear that correctly?

Jesse Rojas
He is currently, he was unable to attend.

Senator Aline A. Yamashita, Ph.D.
Yes, what happened to Will Castro?

Jesse Rojas
At this time, I'm not sure. He was our acting CTO, our chief. | know he is assigned to the special assistant to the governor with
regards to telecommunications and cyber awareness.

Senator Aline A. Yamashita, Ph.D.
0k, so he's not in the office?

Jesse Rojas
No.

Senator Aline A. Yamashita, Ph.D,
Ch | see. Ok, i thought he... alright. So, it’s loey than? loey remains in position?

Jesse Rojas
Yes, ma’am.

Senator Aline A. Yamashita, Ph.D.
Ok, thank you.

Senator Frank B. Aguon, Jr.

Thank you very much Senator Yamashita. Any other questions, inquiries, or comments? If not, Bill 319-32 (LS} is hereby; the
public hearing has been conducted and completed. And the commitiee will continue to receive written testimony for the ten
days subsequent to this hearing. To all the Senators that have joined us this morning, thank you very much Senators for your
presence and your contribution in this particular hearing.

The public hearing was adjourned at 9:47 AM,
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WRITTEN TESTIMONIES
The following individuals submitted written testimonies to the Committee on Guam US Military Relocation, Veterans
Affairs, Homeland Security and ludiciary before or after the scheduled Public Hearing on April 28, 2014 at 5:00 AM:

1. Joseph C. Manibusan, Data Processing Manager, Office of Technology

FINDINGS & RECOMMENDATIONS
The Committee on Guam US Military Relocation, Veterans' Affairs, Homeland Security and judiciary hereby submits

these findings and reports out Bill No. 319-32 (LS) by the Committee on Gua @w Relocation, Homeland
Security, Veteran’'s Affairs and Judiciary, with a recommendation "TIB )

PRONE (67T TS -GUMI/ 2 (EBET/2) | FAX, (E71)ETS -HLHY (434X
8% HESLER PLACE HAGATNA GUAM 38910 | EMAILT AGUONAGUAM 2 GMAIL SOM

WWW. FRANKAGUONJIR.COM

Page 4 0f 4



o

\Q o o] e} om

I MINA' TRENTAI DOS NA LIHESLATURAN GUAHAN
2014 (SECOND) Regular Session

Introduced by: T. A. Morrison )

AN ACT TO ADD A NEW ARTICLE 3 TO CHAPTER 46,
TITLE 9, GUAM CODE ANNOTATED RELATIVE TO

CREATING THE “COMPUTER SPYWARE PROTECTION s
ACT,” £

BE IT ENACTED BY THE PEOPLE OF GUAM: ;%;
¥
Section I. A new Article 3 18 added to Chapter 46 of 9GCA to read: Lis

“Article 3
COMPUTER SPYWARE PROTECTION ACT

§46.301. Title. This Act may be cited as the “Computer Spyware Protection Act.”

§46.302. Legislative Intent. / Liheslaturan Gudhan finds that spyware is a problem that
adversely affects nearly every computer connected to the internet. Spyware is a catch-all
term for computer programs that can track computer users’ movements online. There are
hundreds of programs that range {from innocuous “ad-ware,” which generates pop-up
advertisements, to more dangerous programs that can record a user’s kevsirokes to gather
personal information such as credit card numbers and passwords without their knowledge
and forward this information 1o another entity without the consumer’s consent. Spyware is

a sertous problem that can create substantial privacy risks, increase the risk of identity
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theft, and cause serious degradation to personal and business computers that can cost

millions of dollars in lost productivity.

It is the intent of | Liheslatura to protect owners and operators of computers in Guam from
the use of spyware and malware that is deceptively or surreptitiously installed on the

owner's or the operator's computer.
§46.303. Definitions

(1) “Cause to be copied” means to distribute or transfer computer software, or any

component thereof. Such term shall not include providing:

(a) a transmission, routing, provision of intermediate femporary storage, or

caching of software;

{b) a storage or hosting medium, such as a compuact disk, web site, or
computer server through which the software was distributed by a third party;

or

(c). an information location tool, such as a directory, index, reference,
poimnter, or hypertext link, through which the usger of the computer located

the software.

{2) "Computer software” means a sequence of instructions written in any programming
language that 1s executed on a computer. “Computer software” does not include a data

component of a web page that i1s not executable independently of the web page.

(W]
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(3) “Computer virus” means a computer program or other set of instructions that is
designed to degrade the performance of or disable a computer or computer network and is
designed to have the ability to replicate itself on other computers or computer networks

without the authorization of the owners of those computers or computer networks.

{4) “Damage” means any significant impairment (o the integrity or availability of data,

software, a system, or information.

(5} “Execute,” when used with respect to computer software, means the performance of

the functions or the carryving out of the instructions of the computer software.

{6) “Intentionally deceptive”™ means any of the following:

a. An infentionally and materially false or fraudulent statement.

b. A statement or description that intentionally omits or misrepresents

«

material information in arder to deceive an owner or operator of a computer.

¢. An intentional and material failure to provide a notice to an owner or
operator regarding the installation or execution of computer software for the

purpose of deceiving the owner or operator,

(73 “Internet” means the global wformation system that 1s logically linked together by a

globally unique address space based on the mnternet protocol (IP), or its subseguent
extensions, and that is able to support communications using the transmission control
protocol/internet protocol (TCP/IP) suite. or its subsequent extensions, or other IP-

compatible protocols, and that provides, uses. or makes accessible, either publicly or

o
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privately, high-level services layered on the communications and related infrastructure

described in this subsection.

{&) “Owner or operator” means the owner or lessee of a computer, or a person using such
computer with the owner or lessee's authorization, but does not include a person who

owned a computer prior to the first retail sale of the computer.

(9) "Message” means a graphical or text communication presented to an authorized user of

a computer.

{10} “Personr’” means any individual, partnership, corporation, limited liability company,

or other organization, or any combination thereof.

(11) “Personally identifiable information™ means any of the following information if 1

allows the entity holding the information to identity the owner or operator of a computer:
a. The first name or first initial in combmation with the last name,
b. A home or other physical address including street name.
¢. Personal dentification code in conjunction with a password required to
access an identified account, other than a password, personal identification
number or other identitication number transmitted by an authorized user to

the 1ssuer of the account or its agent.

d. Social security number, tax identification number, driver's license number,

passport number, or any other government-issued identification number.
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e. Account balance, overdraft history, or pavment history that personally

identifies an owner or operator of a computer,

§46.304. Prohibitions, Use of Software
It is unlawful for a person who is not an owner or operator of a computer 1o cause
computer software to be copied on such computer knowingly or with conscious avoidance

of actual knowledge or willfully, and to use such software to do any of the following:

(1) Modify, through intentionally deceptive means, settings of a computer that control any

of the following:

a. The web page that appears when an owner or operator launches an Internet
browser or similar computer software used to access and navigate the

Internet.

b. The default provider or web proxy that an owner or operator uses to access

or search the Intermet.

¢. An owner's or an operator’s list of bookmarks used 1o access web pages.

(23 Collect, throush infentionally deceptive means, personally identifiable information
t L w ;‘\ w

through any of the following means:

a. The use of a keystroke-logging function that records all or substantially all
kevstrokes made by an owner or operator of a computer and transfers that

information from the computer to another person.

LA
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b. In a manner that correlates personally identifiable information with data
regarding all or substantially all of the Web sites visited by an owner or
operator, other than Web sites operated by the person providing such
software, if the computer software was installed in a manner designed to
conceal from all authorized users of the computer the fact that the software is

being installed..

¢. By extracting from the hard drive of an owner's or an operator's computer,
an owner's or an operator’s social security number, tax identification number,
driver's license number, passport number, any other government-issued
identification number, account halances, or overdraft history for a purpose
unrelated fo any of the purposes of the software or service described to an

authorized user.

(3} Prevent, through intentionally deceptive means, an owner's or an operator's reasonable
efforis to block the mstallation of or execution of, or to disable, computer software by
causing computer software that the owner or operator has properly removed or disabled to
automatically reinstall or reactivate on the computer without the authorization of an

authorized user.

{4} Intentionally misrepresent that computer software will be uninstalled or disabled by an
owner's or an operator's action.

(5} Through intentionally deceptive means, remove, disable, or render inoperative
security, antispyware, or anbivirus computer software installed on an owner’s or an

operator's computer,

(6) Enable use of an owner's or an operator's computer to do any of the following:

6
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a. Accessing or using a modem or Internet service for the purpose of causing
damage to an owner's or an operator's compuler or causing an owner or
operator , or a third party affected by such conduct o incur financial charges

for a service that the owner or operator did not authorize.

b. Opening multiple, sequential, stand-alone messages in an owner's or an
operator's computer without the authorization of an owner or operator and
with knowledge that a reasonable computer user could not close the messages
without turning off the computer or closing the software application in which
the messages appear: provided that this paragraph shall not apply o
communications originated by the computer’s operating system, originated
by a software application that the user chooses to activate, originated by a
service provider that the user chooses to use, or presented for any of the

purposes described in §46.300.

¢. Transmitting or relaying commercial electronic mail or a computer virus
from the computer, where the transmission or relaying is mitiated by a person
other than the authorized user and without the authornization of an authorized

332001 0

{7y Modify any of the following settings related the computer’s access to, or use of, the

¥
bl

a. Settings that protect information shout an owner or operator for the
purpose of taking personally identifiable mformation of the owner or

operator.
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b. Security settings for the purpose of causing damage to a computer.

¢. Seitings that protect the computer from the uses identified in subsection (6)

of this section.

{8} Prevent, without the authorization of an owner or operator, an owner's or an operafor's
reasonable efforts to block the installation of, or to disable, computer software by doing

any of the following:

a. Presenting the owner or operator with an option to decline installation of
computer software with knowledge that, when the option is selected by the

authorized user, the installation nevertheless proceeds.

b Falsely representing that computer software has been disabled.

¢. Requiring in an intentionally deceptive manner the user to access the
internet to remove the software with knowledge or reckless disregard of the
fact that the software frequently operates in a manner that prevents the user

from accessing the Intemnet.

d. Changing the name, locatton or other designation information of the
software for the purpose of preventing an authorized user from locating the

software to remove it.

¢. Using randomized or mmtentonally deceptive filenames, directory folders,
formats, or registry entries for the purpose of avoiding detection and removal

ot the software by an authorized user.
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f. Causing the installation of software in a particular computer directory or
computer memory for the purpose of evading authorized users’ attempts to

remove the software from the computer;

g. Requiring, without the authority of the owner of the computer, that an
authorized user obtain a special code or download software from a third party

to uninstall the software.

§46.305. Other Prohibitions
It is unlawful for a person who is not an owner or operator of a computer to do any of the

following with regard to the computer:

(1} Induce an owner or operator o install a computer software component onto the
owner's or the operator's computer by intentionally misrepresenting that installing
computer software is necessary for security or privacy reasons or in order to open, view,

or play a particular type of content.

(2) Using intentionally deceptive means to cause the execution of a computer software
component with the intent of causing the computer to use such component in a manner

that violates any other provision of this Arficle.

§46.306. Exceptions

§§46.304 and 46.305 shall not apply to the monttoring of, or interaction with, an owner’s
or an operafor's Internet or other network connection, service, or computer, by a
telecommunications carrier, cable operator, computer hardware or software provider, or
provider of mformation service or interactive computer service for network or computer
security  purposes, diagnostics, technical support, mamtenance, repair, network
management, authorized updates of computer software or system firmware, authorized

9
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remote system management, or detection or prevention of the unauthorized use of or
fraudulent or other illegal activities in connection with a network, service, or computer
software, including scanning for and removing computer software prescribed under this

f&fiifﬁie‘

§46.307. Remedies

{1) The attorney general, an Internet service provider or software company that expends
resources in good faith assisting authorized users harmed by a violation of this Article, or
a trademark owner whose mark s used to deceive authorized users in violation of this
Article, may bring a civil action against a person who violates any provision of this
Article to recover actual damages, liquidated damages of at least one thousand dollars per
violation of this Arficle, not to exceed one million dollars for a pattern or practice of such

violations, attorney tees, and costs.

{2) The court may increase a damage award to an amount equal to not more than three
times the amount otherwise recoverable under subsection | if the court determines that the

defendant committed the violation willfully and knowingly.

{3y The couwt may reduce liquidated damages recoverable under subsection 1, w0 a
minmmum of one hundred dollars, not to exceed one hundred thousand dollars for each
violation if the court finds that the defendant established and implemented practices and

procedures reasonably designed to prevent a violation of this Article.

{4} In the case of a violation of §46.304(6})a. that causes a telecommunications carrier or
provider of voice over mlernet protocol service to incur costs for the origination,
transport, or termination of a call triggered using the modem or Internet-capable device of

a customer ol such telecommunications carrier or provider as a result of such violation,



b

(¥4 A Lok

e =

the telecommunications carrier may bring a civil action against the violator to recover any
or all of the following--
a. the charges such carrier or provider 1s obligated to pay to another carrier or
to an information service provider as a result of the violation, including but

not limited to charges for the origination, transport or termination of the call;

h. costs of handling customer inquiries or complaints with respect to amounts

hitled for such calls;

¢. costs and a reasonable attornevs’ fee; and

d. an order to enjoin the violation.

{3) For purposes of a civil action under paragraphs (1}, (2) and (3) any single action or
conduct that violates more than one paragraph of this Article shall be considered multiple

violations based on the number of such paragraphs violated.

§46.308. Good Samaritan

{1} No provider of computer software or of an interactive computer service may be held
liable for wdentifying, naming, removing, disabling, or otherwise affecting a computer
program through any action voluntarily undertaken, or service provided., where the

provider:

a. Intends to identify accurately. prevent the installation or execution of]
remaove, or disable another computer program on a computer of a customer of

such provider; and
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b. Reasonably believes the computer program exhibits behavior that violates

this act: and

c. Notifies the authorized user and obtains clear and conspicuous consent

hefore undertaking such action or providing such service,

(2} A provider of computer software or interactive computer service is entitled to

protection under this section only if such provider:

a. Has established internal practices and procedures to evaluate computer
programs reasonably designed to determine whether or not a computer

program exhibits behavior that violates this act; and

b. Has established a process for managing disputes and inquiries regarding
misclassification or false positive identifications of computer programs.

Nothing in this section is intended to limit the ability of the Attorney General,
or a district attorney to bring an action against a provider of computer

software or of an interactive computer service.
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Department of Administration
{(DIPATTAMENTON ATEMENS TRASION)
OFFICE OF TECHNOLOGY

>

Post Office Box 884 Hagatiia, Guam 96932
Eddie Baza Cabv Tel: (671) 475-1113/1229 - Fax: (671) 472-9508

Governor
Ray Tenorio
Lievtenant Governor

May 20, 2014
Transmitted via Electronic Mail: aguondguam(@gmaii.com

Honorable Frank Blas Aguon, Jr.

Chairman, Comrmttee on the Guam-US Military Relocation, Homeland Security,
Veteran’s Affairs and Judiciary

I Mina'trentai Dos Na Liheslaturan Gudahan

155 Hesler Place

Hagdtfia, Guam 96910

Subject: Testimony in support of Bill 319-32 (L8) “dn Act to add a new Article 3 to Chapter 46, Title
9 Guam Code Annotated relative to creating the Computer Spyware Protection Act.”

Dear Senator Aguon,

Hafa Adai. The Oftice of Technology is in support of Bill 319-32 (LS) “An Act to add a new Article
3, Chapter 46, Title 9 Guam Code Annotated relative to creating the Computer Spyware Protection
Act.”

The Office of Technology {OTech) supports the safe and responsible use of technology. As such,
OTech is in support of the intent of Bill 319-32 because the bill, if passed, criminalizes the use
spyware, malware, and all related software for identity theft, invasion of privacy, and all other related
malicious purposes.

OTech recornmends passage of Bill 319-32 (LS) as part of our local government’s efforts to help make
our online experience a safer and more secure one.

Sincerely,

kio

JosepH C. Mantbusan (Joey)
Isata Processing Manager
Office of Technology
Department of Administration
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COMMITTEE ON RULES

{ Minatresitar Dos sa Lifweshitaran Gudhan ® The 32nd Guam Legislature
155 Hesler Place, Hagatna, Guam 96910 e wicregnarlegislatre.com
" Eemaik roryfrenanmamailoons « Tel (6714727679 o Fax: {6713472-3547

Certification of
Waiver of

Fiscal Note Requirement

This is to certify that the Committee on Rules submitted to the Bureau of
Budget and Management Research (BBMR) a request for a fiscal note, or
applicable waiver, on BILL NO. 319-32 (LS), “AN ACT TO ADD A NEW ARTICLE 3
TO CHAPTER 46, TITLE 9, GUAM CODE ANNOTATED RELATIVE TO CREATING
THE “COMPUTER SPYWARE PROTECTION ACT,” — on April 15, 2014. COR
hereby certifies that BBMR confirmed receipt of this request April 16, 2014 at
9:14 A M.

COR further certifies that a response to this request was not received.
Therefore, pursuant to 2 GCA §9105, the requirement for a fiscal note, or
waiver thereof, on Bill 319-32 (LS) to be included in the committee report on

said bill, is hereby waived.

Certified by:

0o, /7 -

Ity | Wi
Senator Rory ]. Respicio
Chairperson, Committee on Rules

lune 16, 2014
Date
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April 15,2014

VIA E-MAIL
folin.rios@bbmr.suan.gov

John A. Rios

Director

Bureau of Budget & Management Research
P.O. Box 2950

Hagatha, Guam 96910

RE: Regquesi for Fiscal Notes— Bill Nos. 309-32 (COR}, 310-32(1L.S), 311-32(L.S),
312-32(1L.5), 313-32(15), 314-32(LS), 315-32(LS),
316-32(1.S), 317-32(1S5), 318-32(1.5), 319-32(LS},
and 320-32(LS)

Hafa Adai Mr. Rios:

Transmitted herewith is a listing of I Mina'trentai Dos na Liheslaturan Guihan's
Pursuant to 2 GCA §9103, 1 respectfully request
the preparation of fiscal notes for the referenced bills.

most recently introduced bilis,
S0 Y5 os ma'dse’ for your attention to this matter.

Very Truly Yours,
.@’(M*‘c £

fg‘ig,@f

?

Senator Rory |. Respicio
Chairperson of the Contmittee on Rules

Attachment (1)

Ce: Clerk of the Legislature



Bill Nos.

Sponsors

Title

309-32 (COR}

V.C Pangelinan
B LF Cruz

T AN ACT TO ADD A NEW SECTION 7 TO CHAPTER T OF PUBLIC LAW
| 32-068 AND TO REPEAL AND RE-ENACT SECTION 13109(a)(5). CHAPTER
15, TITLE 2 OF THE GUAM CODE ANNOTATED, RELATIVE TO
PRIORITIZING THE USES OF ADDITIONAL SECTION 30 REVENUES AND
TG INCREASE TRANSPARENCY AND ACCOUNTABILITY IN THE |
 REPORTING OF SECTION 30 REVENUES TO BE RECEIVED BY THE
| GOVERNMENT OF GUAM.

FRANK B. AGUON, JR.

AN ACT TO ADD A NEW §55104, $55104.1. $55104.2, §351043 TO
CHAPTER 5§55, DIVISION 3,  TITLE 16,  GUAM  CODE
ANNOTATED: RELATIVE TO THE ESTABLISHMENT OF PHYSICAL
FITNESS STANDARDS AND POLICIES FOR PUBLIC SAFETY AND LAW
ENFORCEMENT UNIFORM PERSONNEL; AND SHALL HENCEFORTH BE
CKNOWN AS THE “FIT TO SERVE AND PROTECT ACT OF 2614".

FRANK B. AGUON, JR.

AN ACT RELATIVE TO APPROPRIATING THE FUNDS AVAILABLE IN
THE LIMITED GAMING FUND IN FISCAL YEAR 20i3.2014 N
ACCORDANCE WITH PUBLIC LAW 32-066.

L 31032008
311-32 (LS)
|

31232 (LS)

FRANK B. AGUON, IR,

AN ACT RELATIVE TO APPROPRIATING THE FUNDS IN THE GMHA
HEALTHCARE TRUST AND DEVELOPMENT FUND TO THE GUAM
MEMORIAL HOSPITAL AUTHORITY
PURSUANT TO PUBLIC LAW 12-066: BY AMENDING SUBSECTION “(By”
OF  §97103, CHAPTER 97, ARTICLE |, TITLE 16, GUAM
CODE ANNOTATED.

313-32(1.%)

Brant T. McCreadie
V. Anthony Ada
Chris M. Duenias

Michael T, Limtraco
Tommy Morrison

Aline A. Yamashita,

Ph.ix

FRANK. B. AGUON, IR,

Dennis (. Rodrigaer, Jr,

AN ACT TO CREATE A NEW ARTICLE 6 TO CHAPTER 90 TITLE 6. GUAM |
CODE ANNOTATED. RELATIVE TO THE
CONSTRUCTION AND RENOVATION OF THE DEPARTMENT OF
CORRECTIONS ADULT CORRECUTIONAL FACILITY TO ENSURE THE
CSAFETY OF THE PEOPLE OF GUAM: WHICH
SHALL COLLECTIVELY BE CITED AS “THE DEPARTMENT OF i
 CORRECTIONS CONSTRUCTION INITIATIVE ACT OF 26147 ‘

314-32 (LS}

Aline A, Yamashite, Ph.D

ANNOTATED  RELATIVE TO CREATING A STREAMLINED  AND
EXPEDITED PROCESS FOR REZONING |
REAL  PROPERTY FOR CONSTRUCTING SMALL PROJECTS BY
PARTIALLY PREIVATIZING THE PROCESS. |

31532 (LS

Michael F0. San Nicolas

TANTACT TO APPROPRIATE TWO HUNDRED NINUTY-TWO THOUSAND |
CEIGHT HUNDRED DOLLARS {8202.800) TO FUND PROGRAMS FOR
DRUG AND ALCOHOL TREATMENT
CSERVICES AND EMERGENCY YOUTH SHELTER FOR HOMELESS,
RUNAWAY. AND ABUSED YOUTH. BY ADDING A NEW 81l TO
CHAPTER X1 OF PUBLIC LAW 32-068.




Bill Nos.

Sponsors

Title

316-32(LS)

Benjamim LF. Cruz

AN ACT TO REPEAL AND REENACT §3105, CHAPTER 3 OF TITLE 22 OF 3
THE GUAM CODE ANNOTATED RELATIVE TO RESPONSIBLY RAISING
i THE MINIMUM WAGE,

317-32 (LS

T.A. Morrison

AN ACT TO ADD A NEW ARTICLE 4 TO CHAPTER 46 OF 9GCA
RELATIVE TO THE CRIME OF PHISHING.

JIR-3241L.S)

T.A. Morrison

!

AN ACT TO ADD A NEW ARTICLE 5> TO CHAPTER 46, TITLE 9. GUAM

‘! CODE ANNOTATED RELATIVE TO CREATING THE “COMPUTER
PROTECTION ACT,”

319-32 (LS}

T.A Morrison

AN ACT TO ADD A NEW ARTICLE 3 TO CHAPTER 46, TITLE 9, GUAM
CODE ANNOTATED RELATIVE TO CREATING THE
SCOMPUTER SPYWARL PROTECTION ACT,”

320-32 (LS)

V. Pangelinan

CAN ACT TO ADD A NEW CHAPTER 33 TO DIVISION Z, AND TO ADD A
| NEW  SECTION 70134 TO CHAPTER 70, DIVISION 3, TITLE |
11 OF THE GUAM CODE ANNOTATED, RELATIVE THE CREATION OF
THE GUAM QUALIFIED RETIREMENT PLAN AND TRUST ACT. ;
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April 14, 2014

MEMORANDUM

To: Rennae Meno
Clerk of the Legislature

Attorney Therese M. Terlaje
Legislative Legal Counsel

T e

From: Senator Rory J. Respicio.”
Chatrperson of the Committee on Rules
Subject: Referral of Bill No. 319-32(LS}

As the Chairperson of the Committee on Rules, I am forwarding my referral of
Bill No. 319-32(LS).

Please ensure that the subject bill is referred, in my name, to the respective
committee, as shown on the attachment. 1 also request that the same be

forwarded to alil members of I Mina’trentai Dos na Liheslaiuran Gudhan.

Should vou have any questions, please feel free to contact our office at 472-7679.

Si Yi'os Ma'dse!

Attachment
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Bill Log Sheet
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BiLL DATE DATE CMTE HEARING COMMITTEE
NO. SPONSOR TITLE INTRODUCED | REFERRED REFERRED DATE REPORT FILED  [FISCAL NOTES)
T.A. Morrison AN ACT TO ADD A NEW ARTICLE 3 TO | 04/14/14 04/14/14 Committee on the
CHAPTER 46, TITLE 9, GUAM CODE | 12:32p.m. Guam U. S. Military
319-32 (15) ANNOTATED RELATIVE TO CREATING THE Relocation, Homeland

"COMPUTER SPYWARE PROTECTION ACT”

Security, Veteran's
Affairs, and Judiciary

Bill Introduced/History
4/14/2014 5.00 PM



FIRST NOT]CE Pubhc Hearmg on Monday, Aprtl 28 2014 at 9:00 AM

Ofﬁce cf Sen Frank B. Aguon, Jr, <commfttee@frankaguon;r com> Fri, Apr 18 2614 at 9 33 AM
To: phnotice@guamlegislature.org
Cc: "Office of Senator Frank B. Aguon, Jr." <admin@frankaguonjr.com>, "Senator Frank B. Aguon, Jr. Legislative
Policy” <policy@frankaguonjr.com>, Senator Aguon Communications <media@frankaguonjr.com:
April 18.2014
MEMORANDUM
TO: All Honorable Senators/Media/Stakeholders
FROM: Chairman, Commitfee on Guam US Military Relocation, Veterans™ Affairs, Homeland Security and Judiciary
SUBIECT:  FIRST NOTICE of Public Hearing on Monday, April 28, 2014 at 09:00 AM

Buenas yan Hafa Adui!

The Committee on Guam US Military Relocation, Homeland Security, Veterans® Affairs and Judiciary has scheduled a
public hearing on Mondav, April 28, 2014 at 09:00 AM in / Likeslaturan Gudhan's Public Hearing Room, Hagatha, on the
following:

Bill No. 301-32 (COR) - An Act to amend § 52.30 of Chapter 52, Title 9 Guam Code Annotated relative to the Crime
of Unsworn Falsification. (Sponsored by Senator Brant T. McCreadie)

Bill No. 302-32 (COR)— An Act to repeal § 73127 and to repeal and reenact § 73130 of Chapter 73, Title 3 Guam Code
Annotated relative to establishing fines and penalties for individuals who make false statements to a Guam Customs
Officer. (Sponsored by Senator Brant T. McCreadie)

Bill No, 317-32 (LS)- An Act to Add a New Article 4 to Chapter 46 of 9GCA relative to the Crime of
Phishing. (Sponsered by Senator Tommy Morrison)

Bill No. 318-32 (18)- An Act to Add a New Article 5 to Chapier 46, Tille 9, Guam Code Annotated relative to
Creating the "Computer Protection Act.” (Sponsored by Senator Tommy Morrison)

Biil No. 319-32 (LS)- An Actto Add a New Article 3 to Chapter 46, Title 9, Guam Code Annotated relative to creating
the "Computer Spyware Protection Act.” {Sponsored by Senator Tonmy Morrison)

The Committee requests that, if written testimonies are te be presented at the hearing, copies be submitted one day prior to
the pubixc hf:armg ddte to the Office of Senator Frank B. Aguon, Jr., or via fax to 475-GUM3(4863), or via email
wr Copies of the aforementioned Bill(s) may be obtained at/ Likeslaturan Gudhan's website
s Con, lndn lduals mqumng special accommodations or services: please contact Fred “Rico™
i % nireor_ or Matt Topasna via email at o

Taitague via cn’mnf at oo cirankageoninoon, or please

contact the office directly at 477-GLI Ml

Si Ye'os My ise!



Thanks!

Comimittee on Guam US Military Relocation, Veterans Affairs, Homeland Security and Judiciary
Office of Senater Frank B Aguon, Jr.

155 Heder PL Suite 104, Hagatha, Guam 86810

Tel (571)475-GUM1/2 (4861/2)

Fax: (671) GUM3 (488%)

spyondguam@omsil oom | wwaw Tankagunniioom

HOTHOE: The informiation i this e-mail messags, Inciuding any altachments, isfor the sole use of the intended reciplenids) and may
coniain confidential and privileged infornation. Any unsuthorized mvisw, use, disclosurs or dlgibution iz prohibied. I you are not the
intended mcipiant, please conlack me by feply sanail, and dasiroy all copies of the odginal massage

) FBA_1istNoticePH(28APR14).pdf
— 502K
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Senator
FRANK B. AGUON_JR.

Commlttee Chaimparson

Senator
Tina Muna-Barnes
Committee Vice Chairperson

Speaker

Judith T. Won Pat, Ed.D.

Committes Member

Senator
Rory J. Respiclio
Committec Membaoar

Senator
Thomas C. Ada

Committee Member

Senator
Dennis G. Rodriguez, Jr.

Committee Member

Senator
V. Anthony Ada
Committee Member

Senator
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Committee Member

Senator
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Committee Member

April 18,2014
MEMORANDUM

TO: AH Honorable Senators/Media/Stakeholders

Chairman, Committee on Guagpl cation, Veterans® Affairs,

Homeland Security and Judic gy

FROM:

SUBJECT: FIRST NOTICE of Public Hearing ongdbnday, April 28, 2014 at 09:00AM

Buenas yan Hafa Adai!

The Committee on Guam US Military Relocation, Homeland Security, Veterans® Affairs and Judiciary has
scheduled a public hearing on Monday, April 28, 2014 at 09:00 AM in / Likeslaturan Guahan's Public
Hearing Room, Hagéma, on the following:

+  Bill No. 301-32 (COR) — An Act io amend § 52.30 of Chapter 52, Title 9 Guam Code Annotated
relative to the Crime of Unswom Falsification. (Sponsored by Senator Brant T. McCreadie)

+«  Bill No. 302-32 (COR) — An Act to repeal § 73127 and to repeal and reenact § 73130 of Chapter
73, Title 5 Guam Code Annotated relative to establishing fines and penalties for individuals who
make false statements to a Guam Customs Officer. {Sponsoered by Senator Brant T. McCreadie)

s Bill No. 317-32 (L8) - An Act 1o Add a New Article 4 to Chapter 46 of 9GCA relative to the Crime
of Phishing. (Sponsored by Senator Tommy Morrison)

s Bill No. 318-32 (LS) - An Act to Add a New Article 5 to Chapter 46, Title 9, Guam Code Annotated
relative to Creating the "Computer Protection Act." {Sponsered by Senator Tommy Morrison)

+  Bill No. 319-32 (LS) - An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code Annotated
relative to creating the "Computer Spyware Protection Act.” {Sponsored by Senator Tommy
Morrison)

The Committee requests that, if written testimonies are to be presented at the hearing, copies be submitted one
day prior to the public hearing date, 1o the Office of Senator Frank B. Aguon, Jr., or via fax to 475-
GUM3(4863), or via email to aguondguami@gmail.com. Copies of the aforementioned Bill(s) may be
obtained at I Likeslaruran Gudhan’s website at www guamlegislature.com.  Individuals requiring special
accommodations or services, please contact Fred “Rico” Taitague via email at commistegi@frankaguonir com
or Matt Topasna via email at poficyl@frankaguoniy.com_or please contact the office directly at 477-GUM1/2,

Si Yi'os Ma’dse!

ce: Clerks
MIS
Sgi-at-Arms

PHONE: (67T347% GUMY/ 2 cdBEE/ 1) | FAX {87T)A75-GUMS (456 3)
155 HESLER PLACE HAGATNA,GUAM $6510 | EMAIL: AGUONAGUAM 3 GMAIL.COM

WWW.FRANKAGUONIR.COM
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SECOND NOTICE - Public Hearing on Monday, April 28, 2014 at 9:00 AM

Office of Sen. Frank B. Aguon, Jr. <committee@frankaguonjr.com> Wed, Apr 23, 2014 at 12:06 PM

To: phnotice@guamiegisiature.org

Cc: Guam Legislature Clerks Office <clerks@guamlegisiature org>, mis@guamiegisiature.org,
sgtarms@guamlegisiature.org, "Office of Senator Frank B. Aguon, Jr." <admin@frankaguonjr.com>, "Senator Frank
B. Aguon, Jr. Legislative Policy" <policy@frankaguonir.com>, Senator Aguon Communications

<media@frankaguonjr.com=
April 23, 2014
MEMORANDUM
TO: All Honorable Senators/Media/Stakeholders
FROM: Chairman, Committee on Guam US Military Relocation, Veterans’ A flairs, Homeland Security and Judiciary

SUBJECT:  SECOND NOTICE of Public Hearing on Monday, April 28, 2014 at 09:00 AM

Buenas yan Hafa Adai!

The Committes on Guam US Military Relocation, Homeland Security, Veterans® A ffairs and Judiciary bas scheduled a
public hearing on Monday, April 28 2014 at 09:00 AM in  Likeslaturan Gudhan s Public Hearing Room, Hagitfia, on the

following:

Bill No. 301-32 (COR) ~ An Act to amend § 52.30 of Chapter 52, Title 9 Guam Code Annotated relative to the Crime
of Unswomn Falsification. (Sponsored by Senator Brant T. McCreadie)

Bill No. 302-32 (COR}~ An Actto repeal § 73127 and to repeal and reenact § 73130 of Chapter 73, Title S Guam Code
Annotated relative to establishing fines and penalties for individuals who make false statements to a Guam Custons
Officer. (Sponsored by Senator Brant T. McCreadie)

Bill No.317-32 (L8}~ An Act to Add a New Article 4 1o Chapter 46 of 9GCA relative to the Crime of
Phishing. (Sponsored by Senator Tommy Morrison)

Bill No. 318-32 (LS) - An Actto Add a New Article 5 to Chapter 46, Title 9, Guam Code Annotated relative to
Creating the "Computer Protection Act." (Sponsored by Senator Temmy Morrison)

Bill No. 319-32 (L8)- An Actto Add a New Article 3 to Chapter 46, Title 9, Guam Code Annotated relative to creating
the "Computer Spyware Protection Act.” (Sponsered by Senator Tommy Morrison)

The Committee requests that, if written testimonies are to be presented at the hearing, copies be submitted one day prior to
the public hearing date, to the Office of Senator Frank B. Aguon, Jr, or via fax 1o 475-GUM3(4B63), or via ematl
to aguondguamiigneilcom Copies of the aforementioned Bill(s) may be obtained at/ Likesfaturan Gudhan's website
at www.guamlegslaturecom, Individuals requiring special accommodations or services; please contact Fred “Rico”
Taitague via email at commitfee@rankaguonicom or Matt Topasna via email at policy@Bankaguoneom  or please
contact the office directly at 477-GUM 172,



ST Yu'os Ma’dse!

Thanks!

Committee on Guam US Military Relocation, Veterans Affairs, Homeland Security and Judiciary
Office of Sengtor Frank B. Aguon_ Jr.

155 Hesler PL Sulte 104, Hagatha, Guam 96810

Tei- B71)475-GUM1/2 (4861/2)

Fax (671 GUM3 4863

sgunndguam@@omali com | wew frenkagueniioom

ROTICE: The information in this e-meall messaie, including any atischments iz for the ol uss of the miended eciplently) and may
sontzin confidential and privileged informetion. Any unauthonzed review, use, disclosurg or diginbution {s prohibited H you s/ not the
intended moipient plesse conlact me by mply samsll, and degroyv 3l coples of the origing! messsge

@ FBA_2ndNoticePH(28APR14}. pdf
502K

Adam Bearce <adam@guamlegislature org> Wed, Apr 23, 2014 at 1213 PM
To: "Office of Sen. Frank B. Aguon, Jr." <committee@frankaguonjr.com>, Yong Pak <yong@guamilegislature. org>

Done

[Guoted text hidden]
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Dennis G. Rodriguez, Jr.
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MEMORANDUM
TO: Al Honorable Senators/Media/Stakeholders -
FROM: Chairman, Committee on Guam .

Homeland Security and Judicij

SUBIECT: SECOND NOTICE of Pubiic

Buenas yan Hafa Adai!

The Committee on Guam US Military Relocation, Homeland Security, Veterans' Affairs and Judiciary has
scheduled a public hearing on Mondav, April 28, 2014 at 09:00 AM in 7 Likeslaturan Gudhar’s Public
Hearing Room, Hagétfia, on the following:

+  Bill No, 301-32 (COR) — An Act to amend § 52,30 of Chapter 32, Title 9 Guam Code Annotated
relative 1o the Crime of Unswom Falsification. (Sponsored by Senater Brant T. McCreadie)

»  Bilt No. 302-32 (COR) — An Act to repeal § 73127 and to repeal and reenact § 73130 of Chapter
73, Title 5 Guam Code Annotated relative o establishing fines and penaliies for individuals who
make false statements to a Goam Customs Officer. (Sponsored by Senator Brant T. McCreadie)

¢  Bill No. 317-32 (L8) - An Act to Add a New Article 4 to Chapter 46 of 9GCA relative to the Crime
of Phishing. (Sponsored by Senator Tommy Morrison)

*  Bill No. 318-32 {(L.S) - An Act to Add a New Article 5 to Chapter 46, Title 9, Guam Code Annotated
relative to Creating the "Computer Protection Act." (Spoasored by Senator Tommy Morrison)

*  Bill No. 319-32 (L.S) - An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code Annotated
relative 1o creating the "Computer Spyware Protection Act.” (Sponsored by Senator Tommy
Morrison)

The Commitiee requests that, if writlen testimonies are to be presented at the hearing, copies be submitied one
day prior to the public hearing date, 1o the Office of Senator Frank B. Aguon, Jr., or via fax to 475-
GUMB3(4863), or via emall to aguondguamidigmail.com. Copies of the aforementioned Bill(s) may be
obtained at [ Likeslaturan Gudhan's website at www guamlegislature com.  Individuals reguiring special
accommodations or services; please contact Fred “Rico™ Taitague via email al commitiee@frankaguonjr.com
or Matt Topasna via email at policyi@frankaguonjr.com or please contact the office directly at 477-GUM1/2.

St Yu'os Ma'dse!

ce Cierks
MIS
Sgt-at-Arms

PHONE (8THATE-GUMI/Z (4861/2) | FAX: (671)475-GUMY {4863)
155 HESLER PLACE HAGATNA,GUAM $6910 | EMAIL AGUONAGUAM a GMAIL.COM

WWW FRANKAGUONJIR.COM







Sponsor Notification: Bill No. 317-32(LS), Bill No. 318-32(LS), Bill No. 319-
32(LS)

Office of Senator Frank Aguon, Jr. Admin <admin@frankaguonjr.com> Tue, Apr 15, 2014 at 10:40 AM
To: Tommy Morrison <tommy@senatormorrison.com>

Ce: "Frank Aguon, Jr." <agucndguam@gmait.com>, "Comm. on Guam US Military Relocation, Homeland Security,
Veterans' Affairs and Judiciary” <committee@frankaguonjr.com>, "Senator Frank B. Aguen, Jr. Legisiative Policy”
<policy@frankaguonir.com>, Senator Aguon Communications <media@frankaguonjr.com>

April 15, 2014
To: THE HONORABLE THOMAS MORRISON
From: SENATOR FRANK B. AGUON, JR.

Chairperson, Committee on Guam U.S. Military Relocation, Homeland Security, Veterans
Affairs, and Judiciary

Subject: Public Hearing for Bill No. 317-32(LS); Bill No. 318-32{L.S); and Bill No. 319-32(LS)
scheduled for Monday, Aprit 28, 2014 at 9:00 AM.

The Committee on Guam U.S. Military Relocation, Homeland Security, Veterans Affairs, and Judiciary will
conduct a public hearing at on Monday, April 28, 2014 at $:00AN at the Guam lLegisiature’s Public Hearing
Room, and armong the items on the agenda is the following Bill of which you are the author,

« Bill No. 317-32 (LS) - An Act 1o Add a New Article 4 to Chapter 46 of 9GCA relative to the Crime of
Phishing.

+ Bill No. 318-32 (LS) - An Act to Add a New Article 5 to Chapter 46, Title 9, Guam Code Annotated relative
to Creating the "Computer Protection Act.”

+ Bill No. 318-32 (LS) - An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code Annotated relative
to creating the "Computer Spyware Protection Act.”

You may notify the appropriate government agencies, organizations, and persons who may wish to provide
written and/or oral testimony on this bill. Thank you for your kind attention.

SiYu'os Ma'dse' !

Thanks!
Office of Senator Frank B. Aguon, Jr.



Commitiee on Guam US Milltary Relocation, Velerans Affairs, Homeland Security and Judiciary
155 Hesler PL Suite 104, Hagatha, Guam 86910

Tet (B71)475-GUM1/Z (4861123

Fax 671 GUM3 4863

spuoraguamidomail com | v Drankaguoniy. oo

ROTCE: The infomeation in this e-mall message, induding any atlachments i forthe sole use of the intended reciplantis and may
contzin confidential and privileged informsation. Any unauthorized rmview use, disclosure or gistribulion is prohibitad 1 you are not fhe
mtendad weiplent, pisase contact me by reply eanail, and dedlioy 2l coples of the onginal messays

b SPONSOR NOTIFICATION BILL NO. 317-32_L.S_-318-32_LS_-319-32_LS_.pdf
— 504K
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Aprii 15, 2014

To: THE HONORABLE THOMAS MORRISON

From: SENATOR FRANK B. AGUON JR.
Chairperson, Committee on Guam U.5. Military Relocation, Homeland
Security, Veterans Affairs, and Judiciary

Subject: Public Hearing for Bill No. 317-32(LS); Bill No. 318-32(15); and

Bill No. 319-32(LS) scheduled for Monday, April 28, 2014 at 9:00AM.

The Committee on Guam U.5. Military Relocation, Homeland Security, Veterans Affairs, and
Judiciary will conduct 2 public hearing at on Monday, April 28, 2014 at 9:00AM at the Guam
Legislature’s Public Hearing Room, and among the items on the agenda is the following Bill of
which you are the author.

Bill No. 317-32 (LS) ~ An Act to Add a New Article 4 to Chapter 46 of 9GCA relative to the Crime of
Phishing.

Bill No. 318-32 {15} - An Act to Add a New Article 5 to Chapter 46, Title 9, Guam Code Annotated
relative to Creating the "Computer Protection Act.”

Bill No. 319-32 {LS) - An Act to Add a New Article 3 to Chapter 46, Ti
refative to creating the "Computer Spyware Protection Act." =

{e 9, Guam Code-Annotated

s who may wish to

You may notify the appropriate government agencies, organizafi’j
provide written and/or oral testimony on this bill. Thank you for'y.___

SiYu'os Ma'dse’ |

PHOME: (6T1HTE-GUMI/Z (AREL/2) | FAX: (6714 75-GUMS (4855)
158 HESLER PLACE HAGATNA GUAM 98910 | EMALL: AGUONAGUAMEGHALL COM
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April 18,2014

The Honorabfe Eddie Baza Calvo
Governor of Guam

513 West Marine Corps Drive
Hagétia, Guam 96910

Sent via email fo: govemnor@ouam. gov

RE: Public Hearing scheduled for Monday, April 28, 2014 at 9:00AM

Buenas yan Hafa Adail

The Comimnittee on Guam US Military Relocation, Homeland Security, Veterans® Affairs and
Judiciary has scheduled a public hearing on Monday, April 28, 2014 beginning at 9:00am at /
Liheslaturan Gudhan. Included on the agenda are the following bills:

s  Bill No. 301-32 (COR) — An Act to amend § 52.30 of Chapter 52, Title 9 Guam Code
Annotated relative to the Crime of Unsworn Falsification.

{Sponsored by Senator Bramt T. McCreadie)

»  Bill No. 362-32 (COR) — An Act to repeal § 73127 and to repeal and reenact § 73130 of
Chapter 73, Title 5 Guan: Code Annotated relative to establishing fines and penalties for
individuals who make false statements to a Guam Customs Officer.

(Sponsored by Senator Brant T. McCreadie)

+ Bill No. 317-32 (LS) - An Act to Add a New Article 4 to Chapter 46 of 9GCA relative to the
Crime of Phishing,

{Sponsored by Senator Tommy Morrison)

+  Bill No. 318-32 (LS) - An Act to Add a New Article 5 to Chapter 46, Title 9, Guam Code
Annotated relative to Creating the "Computer Protection Act.”

{Sponsored by Senater Tommmy Morrisen)

¢  Bill No. 319-32 (LS) - An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code
Annotated relative to creating the "Computer Spyware Protection Act."

(Sponsored by Senator Tommy Morrison)

If you feel the above mentioned items impact your agency or organization, we encourage you to
participate in this upcoming Public Hearing. The Committee requests that, if written testimonies are to
be presented at the hearing, copies be submitted one day prior to the public hearing date, to the Office
of Senator Frank B. Aguon, Jr., or via fax to 475-GUM3N(4863), or via email to
aguondguam@gmail.com. Copies of the atorementioned Bill{s) may be obtained at J Liheslaturan
Gudhan'’s website at www. gnamlegislature.com.  Individuals requiring special accommodations or
services, please contact Fred “Rico” Taitague via email 1o committeed@frankaguonircom or Matt
Topasna via email to policy/@frankaguonir com or please contact the office directly at 477-GUM 1/2.

m U8, Military Relocation, Homeland Security, Veterans™ Affairs, and the Judiciary
M iheslaturan Guéhan | 32 Goam Legislature

e Chairman
‘rentai Pos

FHIDHE (§7D475-GUMI/2 (8863/2) | FAX: {671)475-GUMI (486X}
155 HESLER PLACE HAGATNA GUAM 96910 | EMAIL: AGUONAGUAM o GMAIL COM

WWW.FRANKAGUONJR.COM




COMMITTEE ON

VETERANS’ AFFAIRS [ HOMELAND SECURITY | JUDICIARY

GUAM U.S. MILITARY RELOCATION

[ MINA'TRENTA! DOS NA LIHESLATURAN GUAHAN [ 32ND GUAM LEGISLATURE

Senator
FRANK B. AGUON,JR.

Committee Chairperson

Senator
Tlna Muna-Barnes
Committee Vice Chairperson

Speaker
Judith T. Won Pat, Ed.D,

Committee Member

Senator
Rory J. Respliclo
Committee Mamber

Senator
Thomas C. Ada

Committes Member

Senator
Dennis G. Rodriguez, Jr.

Committee Member

Senator
V. Anthony Ada

Committes Mamber

Senator
Michael Limtiaco
Committee Member

Senator
Thomas Morrisorn
Committee Member

April 18, 2014

The Honorable Madeleine Z. Bordallo
Congresswoman of Guam | Guam Delegate
120 Father Duefias Avenue Suite 107
Hagatiia, Guam 96910

RE: Public Hearing scheduled for Monday, April 28, 2014 at 9:00AM

Buenas yan Hafa Aduai!

The Committee on Guam US Military Relocation, Homeland Security, Veterans’ Affairs and
Judiciary has scheduled a public hearing on Monday, April 28, 2014 beginning at 9:00am at /
Lihestaturan Guahan. Included on the agenda are the following bills:

¢ Bill No. 301-32 (COR) - An Act to amend § 52.30 of Chapier 52, Title @ Guam Code
Annotated relative to the Crime of Unsworn Falsification.

(Sponsored by Senator Brant T. McCreadie)

s  Bill No. 302-32 (COR) — An Act to repeal § 73127 and to repeal and reenact § 73130 of
Chapter 73,Title 5 Guam Code Annotated relative to establishing fines and penalties for
individuals who make false statements to a Guam Customs Officer.

{Sponsored by Senator Brant T. McCreadie)

+  Bill No, 317-32 (LS) - An Act to Add a New Article 4 to Chapter 46 of 9GCA relative to the
Crime of Phishing.

(Sponsored by Senator Tommy Morrison)

»  Bill No. 318-32 (LS) - An Act to Add a New Articie 5 to Chapter 46. Title ¢, Guam Code
Annotated relative to Creating the "Compuier Protection Act.”

(Sponsored by Senator Tommy Morrison)

+ BRili No. 319-32 (LS) - An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code
Annotated relative to creating the "Computer Spyware Protection Act.”

{Sponsored by Senator Tommy Morrison)

If you feel the above mentioned ems impact your agency or organization, we encourage you to
participate in this upcoming Public Hearing. The Committee requests that, if written testimonies are to
be presented at the hearing, copies be submitted one day prior to the public hearing date, fo the Office
of Senator Frank B. Aguon, Jr., or via fax to 475-GUM3(4863), or via email to
asuondpuam@pmail.com, Copies of the aforementioned Bill(s) may be obtained at | Liheslaturan
(vudhan’s website at www,gnamlegistature.com.  Individuals requiring special accommodations or
services, please contact Fred “Rico” Taitague via email to committee@dfrankaguonir.com_ or Matt

Topasna via email to policyr@ifrankaguonir.com or please contact the office directly at 477-GUM 1/2.

PHONE: (B713875-6UM1/2 (4BE1/23 | FAN! (6713475-GUMY (4383}
15% HESLER PLACE HAGATNA GUAM $6910 | EMAIL: AGUDNAGUAM a GMAIL COM
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Dennis G. Rodriguez, Jr.
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April 18,2014

The Honorable Robert J. Torres, Jr.

Chief Justice of Guam

Suite 300, Guam Judicial Center 120 West O’ Brien Drive
tHagatna, Guam 96910

Sent via email to: pjlormesidguamsupremecourt.com

RE:  Public Hearing scheduled for Monday, April 28, 2014 at 9:00AM

Buenas yan Hafa Adai!

The Committee on Guam US Military Relocation, Homeland Security, Veterans® Affairs and
Judiciary has scheduled a public hearing on Monday. April 28, 2014 beginning at 9:00am at /
Lihestaturan Guahan. Included on the agenda are the following bills:

« Bill No. 301-32 (COR) — An Act to amend § 52.30 of Chapter 52, Title @ Guam Code
Annotated relative to the Crime of Unsworn Falsification.

(Sponsored by Senator Brant T. McCreadie)

+  Bill No. 302-32 (COR) — An Act to repeal § 73127 and to repeal and reenact § 73130 of
Chapter 73,Title 5 Guam Code Annotated relative to establishing fines and penalties for
individuals who make false statements to a Guam Customs Officer.

{Sponsored by Seanator Brant T. McCreadie)

s Bill No. 317-32 (LS) - An Act to Add a New Articie 4 to Chapter 46 of 9GCA relative to the
Crime of Phishing.

{Sponsored by Senator Tommy Morrison)

¢ Bill No. 318-32 (L.S) - An Act to Add a New Article 5 to Chapter 46, Title 9, Guam Code
Annotated relative to Creating the "Computer Protection Act.”

(Sponsored by Senator Tommy Merrison)

s  Bill No. 319-32 (LS) - An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code
Annotated refative to creating the "Computer Spyware Protection Act.”

(Sponsored by Senator Tommy Morrison)

If you feei the above mientioned items impact your agency or organization, we encourage you to
participate in this upcoming Public Hearing. The Committee requests that, if written testimonies are to
be presented af the hearing, copies be submitted one day prior to the public hearing date, to the Office
of Senator Frank B. Aguon, jr., or via fax to 475-GUMMN(4863), or via email to
agunondguamizigmail, com. Copies of the aforementioned Bill(s) may be obtained at | Liheslaturan
Gudhan’s website at www pugmlegislazure com.  Individuals requiring special accommodations or
services, please contact Fred “Rico™ Tamague via email to committeg@irankaguonjr.com_ or Matt
Topasna via email to policyifrankaguonir.com or please contact the office directly at 477-GUM1/2.

2 " Wl
l‘m LS. Milirary Relocation, Homeland Security, Veterans” Affairs, and the Judiciary

PHONE: (6713475 -GUML/2 (486123 | FAX: (671)475-GUMS (4863
155 HESLER PLACE HAGATNA GUAM 9568716 | EMAIL: AGUONAGUAM o GMAIL, . COM

WWW. FRANKAGUONJIR.COM




COMMITTEE CN

VETERANS’ AFFAIRS | HOMELAND SECURITY | JUDICIARY

GUAM U.S. MILITARY RELOCATION

I MINA'TRENTAI DOS NA LIHESLATURAN GUAHAN | 32ND GUAM LEGISLATURE

Senator

FRANK B. AGUON,JR.

Committee Chalrporson

Senator
Tina Muna-Barnes
Committes Vice Chairperson

Speaker

Judith T. Won Pat, EA.D.

Committea Member

Senator
Rory J. Respliclo

Committee Mermber

Senator
Thomas C. Ada
Comntittee Mamber

Senator

PBennis G. Rodniguez, Jr.

Committee Momber

Senator
V. Anthony Ada
Committee Member

Senator
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Committee Member

Senator
Thomas Morrlson
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April 18,2014

Mark Calve

Special Assistant to the Governor on Military Buildup and Infrastructure
513 West Marine Corps Prive

Hagitfia, Guam 96910

Sent via email to: mark.calvo@guam.gov

RE:  Public Hearing scheduled for Monday, April 28, 2014 at 9:00AM

Buenas yan Hafa Adai!

The Committee on Guam US Military Relocation, Homeland Security, Veterans’ Affairs and
Judiciary has scheduled a public hearing on Monday, April 28, 2014 beginning at 9:00am at /
Liheslaturan Guahan. included on the agenda are the following bills:

e Bill No. 301-32 (COR) — An Act 1o amend § 52.30 of Chapier 52, Title @ Guam Code
Annotated relative 10 the Crimre of Unsworn Falsification.
(Sponsored by Senator Brant T. McCreadie)

¢  Bill No, 302-32 (COR) — An Actto repeal § 73127 and to repeal and reenact § 73130 of
Chapter 73, Title 5 Guam Code Annotated relative to establishing fines and penalties for
individoals who make false statements 1o a Guam Customs Officer.
{Sponsored by Senator Brant T. McCreadie)

+  Bill No. 317-32 (L.S) - An Act to Add a New Article 4 to Chapter 46 of 9GCA relative to the
Crime of Phishing.
(Sponsored by Serator Tommy Morrison)

* Bill No. 318-32 (LS) - An Act to Add a New Article 5 to Chapter 46, Title 9, Guam Code
Annotated relative to Creating the "Computer Protection Act.”
(Sponsored by Senator Tommy Morrison)

+ Bili No. 319-32 (LS) - An Act fo Add a New Article 3 io Chapter 46, Title 9, Guam Code
Annotated relative to creating the "Computer Spyware Protection Act.”
(Sponscred by Senator Tommy Morrison)

If you feel the above mentioned items impact your agency or organization, we encourage you to
participate in this upcoming Public Hearing. The Committee requests that, if written testimonies are to
be presented at the hearing, copies be submitted one day prior to the public hearing date, to the Office
of Senator Frank B. Aguon, Jr., or via fax to 475-GUM3(4863), or via email to
aguopdeguami@gmasl.com. Copies of the aforementioned Bill(s) may be obtained at | Liheslaturan
(Guéhan's website at www.puamlevislature com. individuals requiring special accommodations or
services, please contact Fred “Rico” Taitague via email to committee/@frankaguonir.com or Matt
Topasna via email to policy@frankaguonir.com_ or please contact the office directly at 477-GUM /2.

ee¢ Chairman ¢ pigetin LS. Military Relocation, Homeland Security, Veterans® Affairs, and the Judictary
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Senator
FRANK B. AGUCN, JR.
Committee Chairperson

Senator
Tina Muna-Barnes
Committes Vice Chairperson

Speaker

Juddith T. Won Pat, Ed.D.

Committee Member

Senator
Rory J. Respiclo
Committee Member

Senator
Thomas C. Ada
Committee Member

Senator
Dennis G. Rodriguez, Jr.

Committee Member

Senator
V. Anthony Ada
Committee Membaer

Senator
Michael Limtiaco
Committee Momber

Senator
Thomas Morrison
Committee Momber

April 18,2014

Pedro A. Leon Guerrero, Jr.

Director, Guam Customs and Quarantine Agency
770 East Sunset Boulevard Airport Road

AB WonPat, Guam 96913

Sent vig email to: pedrp leonguerrero/acea. guan. gov

RE:  Public Hearing scheduled for Monday, April 28, 2014 at 9:00AM

Buenas yan Hafa Adai!

The Committee on Guam US Military Relocation, Homeland Security, Veterans™ Affairs and
Judiciary has scheduled a public hearing on Monday, April 28, 2014 beginning at 9:00am at /
Liheslaturan Guahan. Included on the agenda are the following bills:

+  Bill No. 301-32 (COR) - An Act to amend § 52.30 of Chapter 52, Title 9 Guam Code
Annotated relative to the Crime of Unsworn Falsification.
(Spenscred by Senator Brant T. McCreadie)

¢ Bill No. 302-32 (COR) — An Act to repeal § 73127 and to repeal and reenact § 73130 of
Chapter 73,Title 5 Guam Code Annotated relative to establishing fines and penalties for
individuals who make false statements to a Guam Customs Officer.
(Sponsored by Senator Brant T. McCreadie)

¢ Bili No. 317-32 (LS) - An Act to Add a New Article 4 to Chapter 46 of 9GCA relative to the
Crime of Phishing.
{Sponsored by Senator Tommy Morrison)

s  Bill No. 318-32 (LS) - An Act to Add a New Article 5 to Chapter 46. Title 9, Guam Code
Annotated relative to Creating the "Computer Protection Act.”
(Sponsored by Senator Tommy Morrison)

« Biill No. 319-32 (LS) - An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code
Amnotated relative to creating the "Computer Spyware Protection Act.”
(Sponsored by Seaator Tommy Morrison)

if you feel the above mentioned items Impact your agency or organization, we encourage vou to
participate in this upcoming Public Hearing. The Committee requests that, if written testimonies are 10
be presented at the hearing, copies be submitted one day prior to the public hearing date, to the Office
of Senator Frank B. Aguon, Ir, or via fax to 475-GUM3(4863), or via email to
acuondguami@gma).com. Copies of the aforementioned Bill(s) may be obtained at | Liheslaturan
Gudhan's website at www guamlegisiature.com. Individuals requiring special accommodations or
services, please contact Fred “Rico”™ Taitague via email to committeeditrankaguonjr.com_ or Mat
Topasna via email to policyibfrankaguonjr.com_ or please contact the office directly at 477-GUMI/2.

U.S. Military Relocation, Homeland Security, Veterans' Affairs, and the Judiciary
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Senator
FRANK B. AGUON JR.

Committee Chairperson

Senator
Tlna Muna-Barnes
Committee Vice Chairperson

Speaker

Judith T. Won Pat, Ed.D.

Committee Member

Senator
Rory J. Resplcio
Committee Member

Senator
Thomas C. Ada

Committee Member

Senator

Dennis G. Rodriguez, Jr.

Committee Member

Senator
V. Anthony Ada

Committee Member

Senator
Michael Limtiaco
Committer Member

Senator
Thomas Morrison
Cammittee Member

April 18,2014

Raffaele Sgambelluri

Chief, Guam Customs and Quarantine Agency

770 East Sunset Boulevard Airport Road

AB WonPat, Guam 96913

Sent via email fo: raffaele sgambellurii@icga guam. goy

RE: Public Hearing scheduled for Monday, April 28, 2014 at 9:00AM

Buenas yan Hafa Adai!

The Committee on Guam US Military Relocation, Homeland Security, Veterans® Affairs and

Judiciary has scheduled a public hearing on Monday, April 28, 2014 beginning at 9:00am at /
Lihestaturan Guahan. Included on the agenda are the following bills:

»  Bill No. 301-32 (COR) — An Act to amend § 52.30 of Chapter 52, Title 9 Guam Code
Annotaied relative to the Crime of Unsworn Falsification.

{(Sponsored by Senator Brant T. McCreadie)

+  Bill No. 302-32 (COR) — An Act to repeal § 73127 and to repeal and reenact § 73130 of
Chapter 73, Title 5 Guam Code Annotated relative to establishing fines and penalties for
individuals who make false statements ta a Guam Customs Officer,

(Sponsored by Senator Brant T. McCreadie)

s  Bili No. 317-32 (L.S) - An Act to Add a New Article 4 to Chapter 46 of 9GCA relative to the
Crime of Phishing.

(Sponsored by Senator Tommy Morrison)

» Bill No. 318-32 (LS) - An Act to Add a New Article 5 to Chapter 46, Title 9, Guam Code
Annotated relative to Creating the "Computer Protection Act.”

{Sponsored by Senator Tommy Merrison}

«  Bill No. 319-32 {LS) - An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code
Annotated relative to creating the "Computer Spyware Protection Act."

{Sponsored by Senator Tommy Morrison)

If vou feel the above mentioned items impact your agency o7 organization, we encourage you to
participate in this upcoming Public Hearing, The Committee requests that, if written testimonies are to
be presented at the hearing, copies be submitted one day prier to the public hearing date, to the Office
of Senator Frank B. Aguon, Jr., or via fax to 475-GUM3{4863), or via email to
aguondguamni@amail.com. Copies of the aforementioned Bill(s) may be obtained at I Liheslaturan

services, please contact Fred “Rico™ Taitague via email 1o committeeqi frankaguonjr.com or Matt
Topasna via email to policvi@ frankaguonjr.com_ or please contact the office directly at 477-GUM 1.2

- Military Relocation, Homeland Security, Veterans™ Affairs, and the Judiciary
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Senator

FRANK B. AGUON,JR.

Committee Chairperson

Senator
Tina Muna-Barnes
Committee Vice Chairparson

Speaker

Judith T. Won Pat, EA.D.

Committee Member

Senator
Rory J. Respiclo
Committee Member

Senator
Thomas C. Ada

Committee Member

Senator

Dennis G. Rodriguez, Jr.

Committes Member

Senator
V. Anthany Ada
Committee Member

Senator
Michael Limtiaco
Committee Member

Senator
Thomas Morrlson
Committee Member

April 18,2014

Ambrosio Constantino

Advisor, Guam Homeland Security

221B Chalan Palayso

Agana Heights, Guam 96910

Sent via email to; ambrosia.constantino(ghs, guam. gov

RE:  Public Hearing scheduled for Monday, April 28, 2014 at 9:00AM

Buenas yvan Hafo Adai!

The Committee on Guam US Military Relocation, Homeland Security, Veterans® Affairs and
Judiciary has scheduled a public hearing on Monday, April 28, 2014 beginning at 9:00am at /
Likeslaturan Guahon. Included on the agenda are the following bills:

»  Bill No. 301-32 (COR) ~ An Act to amend § 52.30 of Chapter 52, Title 9 Guam Code
Annotated relative to the Crime of Unsworn Falsification.

{Sponsored by Senator Brant T, McCreadie)

s  Bill No. 302-32 (COR) — An Act to repeal § 73127 and to repeal and reenact § 73130 of
Chapter 73, Title 5 Guam Code Annotated relative to establishing fines and penalties for
individuals who make false statements to a Guam Customs Officer.

(Sponsored by Senator Brant T. McCreadie)

s  Bill No. 317-32 (LS) - An Act to Add a New Anticle 4 to Chapter 46 of 9GCA relative to the
Crime of Phishing.

{Sponsored by Senator Tommy Morrison)

+ Bill No. 318-32 (LS) - An Act fo Add a New Article 5 to Chapter 46, Title 9, Guam Code
Annotated relative to Creating the "Computer Protection Act.”

(Sponsored by Senator Tommy Morrison)

¢  Bill No. 319-32 (LS) - An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code
Annotated relative to creating the "Computer Spyware Protection Act.”

{Sponsored by Senator Tommy Merrison)

If you feel the above mentioned itemns impact your agency or organization, we encourage you to
participate in this upcoming Public Hearing. The Committee requests that, if written testimonies are to
be presented at the hearing, copies be submitted one day prior to the public hearing date, to the Office
of Senator Frank B. Aguon, Jr., or via tax to 475-GUM3(4863), or via email to
aguondguamigegmail.com. Copies of the aforementioned Bill{s) mayv be obtained at | Liheslaturan
Guihan's website at www.guamlegistature.com.  Individuals requiring special accommodations or
services, please contact Fred “Rice”™ Taitague via email 1o committee/@frankaguonir.com or Man
Topasna via ematil to policyefrankaguonir.com_ or please contact the office directly at 477-GUM /2.
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Senator
FRANK B. AGUON,JR.

Committee Chairperson

Senator
Tina Muna-Barnes
Committee Vice Chairperson

Speaker
Judith T. Won Pat, Ed.D.

Committee Member

Senator
Rory J. Respiclo
Committee Member

Senator
Thomas C. Ada

Committee Member

Senator
Dennis G. Rodriguez, Jr.

Committee Member

Senator
V. Anthony Ada
Committes Momber

Senator
Michael Limtiaco
Committee Member

Senator
Thomas Morrison
Commitiee Member

April 18,2014

The Honorable John Unpingco, Esq.
Administrator, Office of Veterans Affairs

172 8. Marine Drive, Asan

Hagatiia, Guam 96910

Sent via emeil 1o j0hn. UnNpINECOLEVac. CuUanL. gov

RE: Public Hearing scheduled for Monday, April 28, 2014 at 9:00AM

Buenas yan Hafa Adai!

The Committee on Guam US Military Relocation, Homeland Security, Veterans™ Affairs and
Judiciary has scheduled a public hearing on Monday, April 28, 2014 beginning at 9:00am at /
Liheslaturan Guahan. Included on the agenda are the following bills:

¢ Bill No. 301-32 (COR) ~ An Act to amend § 52.30 of Chapter 52, Title 9 Guam Code
Annotated relative 1o the Crime of Unsworn Falsification.

{Sponsored by Senator Brant T. McCreadie)

+  Bill No. 302-32 (COR) — An Act to repeal § 73127 and to repeal and reenact § 73130 of
Chapter 73,Title 5 Guam Code Annotated relative to establishing fines and penalties for
mdividuals who make false statements to a Guam Customs Ofticer.

(Sponsored by Senator Brant T. McCreadie)

* Bill No. 317-32 (LS) - An Act to Add a New Article 4 to Chapter 46 of 9GCA relative to the
Crime of Phishing,

(Sponsored by Senator Tommy Morrison)

¢ Biill No. 318-32 (L.S) - An Act to Add a New Article 5 to Chapter 46, Title 9, Guam Code
Annotated relative to Creating the "Computer Protection Act.”

{(Sponsored by Senator Tommy Morrison)

¢  Bill No. 319-32 (L.S) - An Actto Add a New Article 3 to Chapter 46, Title 9, Guam Code
Annotated relative to creating the "Computer Spyware Protection Act."”

{Sponsored by Senator Tommy Morrison)

If you feel the above mentioned items impact your agency or organization, we encourage you to
participate in this upcoming Public Hearing. The Committee requests thai, if written testimonies are 1o
be presented at the hearing, copies be submitted one day prior to the public hearing date, to the Office
of Senator Frank B. Aguon, Jr, or via fax to 475-GUM3I(4863), or via email to
aguondguamipurnail.com. Copies of the aforementioned Bill(s) may be obtained at | Liheslaturan
Gudhan's website at www. puamlegislature.com.  Individuals requiring special accommodations or
services, please contact Fred "Rico” Taitague via email to committeei@frankaguonir.com or Matt
Topasna via email to policy@ifrankaguonjr.com or please contact the office directly at 477-GUM1/2.

PFL 5. Military Relocation. Homeland Security. Veterans' Affairs, and the Judiciary
Slaturan Gudhan | 32™ Guam Legislature
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Senator
FRANK B. AGUON IR,
Committee Chairporson

Senator
Tina Muna-Barnes
Committae Vice Chairperson

Speaker

Juddith T. Won Pat, Ed.D.

Committes Member

Senator
Rory J. Respicio

Committee Member

Senator
Thomas C. Ada

Committae Member

Senator
Dennis G. Rodriguez, Jr.

Committee Mamber

Senator
V. Anthony Ada

Commitiee Member

Senator
Michael Limtiaco
Committee Member

Senator
Thomas Morrison
Committee Member

April 18,2014

The Honorable Leonardo G. Rapadas
Attorney General of Guam

237 W. (¥ Brien Drive

Hagétfia, Guam 96910

Sent via email fo: law@guamag, sov

RE:  Public Hearing scheduled for Monday, April 28, 2014 at 9:00AM

Buenas yan Hafa 4dai!
The Committee on Guam LS Military Relocation, Homeland Security, Veterans™ Affairs and

Judiciary has scheduled a public hearing on Monday, April 28, 2014 beginning at 9:00am at /
Liheslaturan Gudhan. Included on the agenda are the following bifls:

*  Bili No. 301-32 {COR) - An Act to amend § 52.30 of Chapter 32, Title 9 Guam Code
Annotated relative to the Crime of Unsworn Falsification.
(Sponsored by Senator Brant T. McCreadie)

¢ Bill No. 302-32 (COR) - An Act to repeal § 73127 and to repeal and reenact § 73130 of
Chapter 73, Title 5 Guam Code Annotated relative to establishing fines and penalties for
individuals who make false statements to a Guam Customs Officer.
{Spensored by Senator Brant T. McCreadie)

e Bill No. 317-32 (LS) - An Act to Add a New Article 4 to Chapter 46 of 9GCA relative 1o the
Crime of Phishing.
{Sponsored by Senator Tommy Morrison)

+  Bill No. 318-32 (LS) - An Actto Add a New Article 5 to Chapter 46, Title 9, Guam Code
Annotated relative to Creating the "Computer Protection Act.”
(Sponsored by Senator Tommy Morrison)

*  Bill No. 319-32 (L.S) - An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code
Annotated relative to creating the "Computer Spyware Protection Act.”
(Sponsored by Senator Tommy Morrison)

1f you feel the above mentioned items impact your agency or Organization, we encourage you to
participate in this upcoming Public Hearing. The Committee requests that, if written testimonies are to
be presented at the hearing, copies be submitted one day prior to the public hearing date, to the Office
of Senator Frank B. Aguon, Jr., or via fax to 473-GUM3(4863), or via email 1o
aguondguami@zmail.com. Copies of the aforementioned Bill(s) may be obtained at | Liheslaturan
Gudhan’s website at www. gnamlesislature com. Individuals requiring special accommedations or
services, please contact Fred “Rice” Taitague via email to conimittee@ frankaguonjr.com_or Matt

@ Nilitary Relocation, Homeland Security, Veterans' Affairs, and the Judiciary
ran Gudhan | 32™ Guam Legislature
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GUAM U.S. MILITARY RELOCATION

I MINA’TRENTAI DOS NA LIHESLATURAN GUAHAN [ 32ND GUAM LEGISLATURE

Senator
FRANK B. AGUON,JR.
Committee Chairperson

Senator
Tina Muna-Barnes
Committee Vice Chairperson

Speaker

Juchith T. won Pat, EA.D.

Committee Member

Senator
Rory J. Respicio

Committee Member

Senator
Thomas C. Ada
Committee Mombor

Senator
Dennis G. Rodriguez, Jr.

Committee Member

Senator
V. Anthony Ada

Committee Member

Senator
Michael Limtiaco
Committee Membet

Senator
Thomas Morrison
Committee Member

April 18,2014

James T. McDonald

Administrator, Office of Civil Defense

221B Chalan Palayso

Agana Heights, Guam 96910

Sent via email fo: iim.mcdonaldi@ehs.cuam.pov

RE:  Public Hearing scheduled for Monday, April 28, 2014 at 9:00AM

Buenas yan Hafa Adai!

The Committee on Guam US Military Relocation, Homeland Security, Veterans™ Affairs and
Judiciary has scheduled a public hearing on Monday, April 28, 2014 beginning at 9:00am at /
Liheslaturan Guahan. Included on the agenda are the following bills:

+  Bill No. 301-32 (COR) — An Act to amend § 52.30 of Chapter 52, Tile 9 Guam Code
Annotated relative to the Crime of Unsworn Falsification,

{Sponsored by Senator Brant T. McCreadie)

« Bill No. 302-32 (COR) ~ An Act to repeal § 73127 and to repeal and reenact § 73130 of
Chapter 73, Title 5 Guam Code Annotated relative 1o establishing fines and penalties for
individuals who make false statements to a Guam Customs Officer.

(Sponsored by Senator Brant T. McCreadie)

s  Bill No. 317-32 (LS) - An Act to Add a New Article 4 1o Chapter 46 of 9GCA relative to the
Crime of Phishing.

(Sponsored by Senator Tommy Morrison)

s Bill No. 318-32 (LS) - An Act 1o Add a New Article 5 to Chapter 46, Title 9, Guam Code
Annotated relative to Creating the "Computer Protection Act.”

(Sponsored by Senator Temmy Morrison)

+  Bill No. 319-32 (L.S) - An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code
Annotated relative to creating the "Computer Spyware Protection Act.”

{Sponsored by Senator Tommy Morrison)

If you feel the above mentioned iems impact your agency or organization, we encourage you to
participate in this upcoming Public Hearing. The Committee requests that, if written testimonies are to
be presented at the hearing, copies be submitted one day prior to the public hearing date, to the Office
of Senator Frank B. Aguon, Jr., or via fax to 475-GUM3(4863), or via email to
apuondguami@emait.com. Copies of the aforementioned Bill(s) may be obtained at I Liheslaturan
Guéhan's website at www.gpamlbegislatyre com.  Individuals requiring special accommodations or
services, please contact Fred “Rico” Taitague via emall to committee/difrankaguonjr.com_or Matt

Topasna via email to policyigifrankaguonjr.com_or please contact the office directly at 477-GUMI1/2.
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Senator

FRANK B. AGUON,JR.

Committee Chairperson

Senator
Tina Muna-Barnes
Committee Vice Chairperson

Speaker

Juddith T, Won Pat, EA.D.

Committee Member

Senator
Rory J. Respicio
Committee Member

Senator
Thomas C. Ada

Committee Momber

Senator

Dennis G. Rodniguez, Jr.

Committes Member

Senator
V. Anthony Ada

Committee Member

Senator
Michael Limtiaco
Committee Member

Senator
Thomas Morrison
Committee Member

April 18,2014

Eric D. Miller

Executive Director, Public Defender Service Corporation
MVP Sinajana Commercial Bldg., Unit B

Sinajana, Guam 96910

Sent via email to: emitleri@guampdsc net

RE:  Public Hearing scheduled for Monday, April 28, 2014 at 9:00AM

Buenas yan Hafa Adai!

The Committee on Guam US Military Relocation, Homeland Security, Veterans' Affairs and
Judiciary has scheduled a public hearing on Monday, April 28, 2014 beginning at 9:00am at /
Likeslaturan Guahan. Included on the agenda are the following bills:

s  Bill No. 301-32 (COR) — An Act to amend § 52.30 of Chapter 52, Title 9 Guam Code
Annotated relative to the Crime of Unsworn Faisification,

(Sponsored by Senator Brant T. McCreadie)

«  Bill No., 302-32 (COR) - An Act to repeal § 73127 and to repeal and reenact § 73130 of
Chapter 73, Title 5 Guam Code Annotated relative to establishing fines and penaities for
individuals who make false statements to a Guam Customs Officer.

(Sponsored by Senator Brant T. McCreadie)

s  Biil No. 317-32 (LS) - An Act to Add a New Article 4 to Chapter 46 of 9GCA relative to the
Crime of Phishing.

{Sponsored by Senator Tommy Morrison)

» Bill No. 318-32 (LS) - An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code
Annotated relative to Creating the "Computer Protection Act.”

{Sponsered by Senator Tommy Morrison)

e Bill No. 319-32 (LS) - An Act to Add a New Article 3 to Chapter 46, Title 9, Guam Code
Annotated relative to creating the "Computer Spyware Protection Act.”

(Sponsored by Senator Tommy Morrison)

if you feel the above mentioned tems impact your agency or organization, we encourage you to
participate in this upcoming Public Hearing. The Committee requests that, if written testimonies are to
be presented ai the hearing, copies be submitted one day prior 1o the public hearing date, to the Office
of Senator Frank B. Aguon, Jr., or via fax 10 475-GUM3(4863), or via email 1o
aguondguamid@igmail.com. Copies of the aforementioned Bili(s) may be obtained at I Liheslaturan
Guéhan's website at www, guamlegislature.com.  Individuals requiring special accommodations or
services, please contact Fred “Rico”™ Taitague via email to commitiee/@frankaguonr.com or Matt
Topasna via email to policyigfrankaguonjr.con: or please contact the office directly at 477-GUM1/2.

ifars eluca{ion, Homeland Security. Velerans® Affairs, and the Judiciary
Jtihan | 32™ Guam Legislature

PHONE: (67D475-GUMI/2 (4BE1/25 | FAX: (671 ATS-GUME (4863)
155 HESLER PLACE HAGATNA, GUAM 96910 | EMALL: AGUDNLGUAM & GMAIL COM
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PUBLIC HEARING
Monday, April 28, 2014 at 9:00AM
I Liheslaturan Guahan's Public Hearing Room, Hagdtria

AGENDA

Call to Order

Opening remarks/Announcements

Items for discussion:

Bill No. 301-32 (COR) — An Act to amend § 52.30 of Chapter 52, Title 9 Guam Code
Annotated relative to the Crime of Unsworn Falsification.

(Sponsored by Senator Brant T. McCreadie)

Bill No. 302-32 (COR) — An Act to repeal § 73127 and to repeal and reenact § 73130
of Chapter 73,Title 5 Guam Code Annotated relative to establishing fines and
penalties for individuals who make false statements to a Guam Customs Officer.
{Sponsored by Senator Brant T. McCreadie)

Bill No. 317-32 (LS) - An Act to Add a New Article 4 to Chapter 46 of 9GCA
relative to the Crime of Phishing. (Sponsored by Senator Tommy Morrison)

Bill No, 318-32 (LS) - An Act to Add a New Article 5 to Chapter 46, Title 9, Guam
Code Annotated relative to Creating the "Computer Protection Act."

(Sponsored by Senator Tommy Morrison)

Bill No. 319-32 (LS} - An Act to Add a New Article 3 to Chapter 46, Title 9, Guam
Code Annotated relative to creating the "Computer Spyware Protection Act.”

(Sponsored by Senator Tommy Morrison)

Closing Remarks

Adjournment
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Three bills aim to tackle Internet crime

TUESDAY , 15 APR 2014 03:00AM BY LOUB LA LOSINIO | VARETY NEWS STAFF HITS: 328 @
Facebook Twitter StumbieUpon Reddit Digg Linkedin Google+ Pinterest 0

WITH the growing proliferation of online scams, Sen. Tommy Morrison has introduced
three bills that aim to protect Guam residents from Internet crimes,

‘Guam law is not very strong in this area, and as we proceed info the Information Age, it
is critical that we begin adopting laws that are consistent with evolving crime,” Mornson
said in a statement accompanying the bills.

Biil 317, the Anti-Phishing Act, punishes indivduals who use deceptive means to steal
bank account numbers, Social Security Numbers and passwords through the Internet.
Phishing is the act of attempting to acquire information such as usernames,
passwords and credit card details by masquerading as a trustworthy entity in an
electronic communication.

Sen. Tommy Morrison said Guam
The bill would make phishing a third-degree felony and fine criminals up to $25,000 per must begin adopting laws that are
violation. The bill would also allow victims to recover up fo 32 miilion in ciwl damages. relevant to criminal activity in the

Internet age. Variety file photo

The second measure, Bilf 318, The Computer Protection Act, would punish individuals
who use computers andfor Internet connections of others for the purpose of spamming with the intent to deceive or mistead
recipients or an electronic mail sendce provider as to the origin of the message.

The third piece of legislation, Bill 319, The Computer Spyware Protection Act, seeks to punish individuats who, without the
knowledge or permission of the owner, place spyware on another person’s computer. Spyware is used primarily for covertly
fracking Internet users' movements on the Web and sening pop-up ads to users.

According to Morrison, the bilis are necessary as Guam statute is currentiytimited in protecting Guam residents from these
types of crimes,

‘Guam must begin adopting laws that are relevant to criminal activity in the Information Age. We have seen more and more
cases where people are receiving bogus emails, under the disgulise of local banks, with the intent to defraud them of their
hard-earned money,” the senator said.
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Guam - Senator M orrison introduced three bills that protect Guam residents from {nternet crimes, specifically in defrauding

The three bills introduced are The Anti-Phishing Act, The Computer Protection Act, The Computer Spy ware Protection Act.

“Guam law is ot very strong i this areq. and as we proceed into the Information Age, it is evitical that we begin adopting laves that are consistent
with evolving erime,” Morrison said.

READ the release from Senator Morrison below:

MORRISON INTRODUCES 3 INTERNET CRIME BILLS
Bills profect Guam residents firom Internet fraud.

FOR IMMEDIATE RELEASE
April 14, 2014

Hagatna, Guam.  Senator Morrison introduced three bills roday that protect Guam residents from Internet crimes. “Guom law s nof very strong
in this areq, and as we proceed into the Information Age, it is critical that we begin adopting laws that are consistent with evolving crime,”
Morrison said

The bills introduced address atfempts to defratd Guam residents using the Internet:

Bill # 317-32 (L8} The Anti-FPhishing Act- Punishes individuals who use deceptive means to steal bank account numbers, social security numbers.
and passwords through the Internet. Phishing Is the act of attempting to acquire information such as usernames, passwords, and credit card details
by masquerading as o rusbroriity entity in an electrovic communication.  The bilf would make phishing a 3rd degree felony and fines criminals up
o 823,004 per viclation. The Bill would afso allow victims to recover upr o 32,000,000 in civil damuages,

Hilld 318-32 (L5 The Computer Proweciion Act- Punishes individuals who wse the computers cndior internet connections of others for the purpose
of spamming with the intent fo deceive or mislead recipients or an electronic mail service provider as 1o the origin of the message.

Bilf # 31932 (1.5} The Computer Spyware Protection Act- Puwishes Individhuals who, without the knowledge or permission of the owner. place
spyware on arother person’s computer. Spyware Is used primarily for unknowingly tracking Infernet users movements on the web and serving
pop-up ads fo users.

Aceording to Sendtor Morrvison, the bills are necessary as Guam siatute Is currently fimited in protecting Guam residents from these types of crimes.
“Cruam must begin adopiing lows that are refevant to criminal activity in the Information Age. We hove seen more and more cases where peaple are

recetving bogus emails, under the disgmise of local banks, with the tent Yo defrined them of their hard earned money. ”

< Proy Moyt >



Crime legisiation to be heard today

MONDAY , 28 APR 2014 03:00AM BY LOUELLA LOSINIO [YARIETY NEWS STAFF HITR: 82

Facebook Twitter StumblelUpon Reddit Digyg Linkedin Google+ Pinterest 0

SEVERAL crime bills will be the subject of public hearings at the Guam Legislature today. including a set of measures which
offer protection from Internet crimes and another set which seeks to introduce penalties for making false statements to law
enforcers.

Sen. Frank Aguon, chairman of the judiciary committee, is to convene the publichearingatSam.

Among the bilis to be heard are 301 and 302, introduced by Sen. Brant McCreadie, relative to making false statements 1o law
enforcers.

As proposed by Bili 302 those caught making verbal or writlen false statements fo a Guam Customs and Quarantine Agency
officer would be guiity of a viclation punishable by a fine of $500 for the first offense, $1.000 for a second offense and $16.000
for the third and all subsequent offenses.

Under current Guam faw, the customs agency does nof have the abilly to cite individuals who make false declarations.

McCreadie said the intent of the bill 15 to eventually eliminate prohibiied items from entering Guam and gives the customs
agency the mandate it needs to properly seize and eventually destroy illegal items.

False verbal statement

Bill 301 incorporates false or mislsading verbal statements made to & peace officer as a punishable offense under the crime of
unsworn falsification.

Under current law, the crime of unsworn falsification applies only to written false statements made to public servants as
punishable and does notinclude a provision for a person who verbally misieads a public servant performing official duties

According to the bill, police officers, cusfoms agents and a range of public servants rely on intendew and verbal questioning o
obiain needed information in the performance of their official duties

By adding a provigion that sels a punishment for verbal unsworn falsifications, MocCreadie said Guam peace officers will have
the ability to arrest those who verbally misiead them with the intent of commitling an action against the welfare of the peopie of
Guam.

Internet crime
The commitiee will also hear Sen. Tommy Mornigon's three measures seeking o protect Guam residents from intsrmet crimes.

Bill 317 the Anti-Phishing Act, punishes indivduals who use deceptive means o steal bank account numbers Social Security
numbers and passwords through the Internet.

Phishing 1s the act of alempting to acquire information such as usernames, passwords and credit card details by
masquerading as a frustworthy entity in a2n electronic communication

The bill would make phishing a third-degree felony and fine criminals up 1o $25.000 per viclation The bill would also allow
victims 1o recover up to $2 million in civl damages.



The second measure, Bill 318, The Computer Protection Act, would punish individuals who use computers and/or Internet
connections of others for the purpose of spamming with the infent to deceive or mistead recipients or an electronic mail senvice
provider as to the origin of the message.

The third plece of legisiation, Bill 319, The Computer Spyware Protection Act, sesks to punish indhiduals who, without the
knowiedge or permission of the owner, place spyware on another person's computer. Spyware is used primarily for covertly
fracking intemnet users’ movements on the Web and sendng pop-up ads to users.

Aceording {o Momison, the bills are necessary as Guam statute is currently limited in protecting Guam residents from these
Wypes of crimes
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April 15, 2014

VIA E-MAIL
john.rios@bbmr.guam.gov

John A. Rios

Director

Bureau of Budget & Management Research
P.O. Box 2950

Hagatha, Guam 96910

RE: Request for Fiscal Notes— Bill Nos. 309-32 (COR), 310-32(LS), 311-32(LS),
312-32(LS), 313-32(LS), 314-32(LS), 315-32(LS),
316-32(LS), 317-32(LS), 318-32(LS), 319-32(LS),
and 320-32(LS)

Hafa Adai Mr. Rios:

Transmitted herewith is a listing of I Mina'trentai Dos na Liheslaturan Gudhan’s
most recently introduced bills. Pursuant to 2 GCA §9103, I respectfully request
the preparation of fiscal notes for the referenced bills.

Si Yu’os ma’dse’ for your attention to this matter.

Very Truly Yours,

/Z’W J- /Z(f/)/m

Senator Rory J. Respicio
Chairperson of the Committee on Rules

Attachment (1)

Cc: Clerk of the Legislature
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Bill Nos.

Sponsors

Title

309-32 (COR)

V.C.Pangelinan
B. J.F. Cruz

AN ACT TO ADD A NEW SECTION 7 TO CHAPTER | OF PUBLIC LAW
32-068 AND TO REPEAL AND RE-ENACT SECTION 13109(a)(5), CHAPTER
13, TITLE 2 OF THE GUAM CODE ANNOTATED, RELATIVE TO
PRIORITIZING THE USES OF ADDITIONAL SECTION 30 REVENUES AND
TO INCREASE TRANSPARENCY AND ACCOUNTABILITY IN THE
REPORTING OF SECTION 30 REVENUES TO BE RECEIVED BY THE
GOVERNMENT OF GUAM.

310-32 (LS)

FRANK B. AGUON, JR.

AN ACT TO ADD A NEW 855104, 855104.1, §55104.2, 8§55104.3 TO
CHAPTER 55, DIVISION 3, TITLE 10, GUAM CODE
ANNOTATED; RELATIVE TO THE ESTABLISHMENT OF PHYSICAL
FITNESS STANDARDS AND POLICIES FOR PUBLIC SAFETY AND LAW
ENFORCEMENT UNIFORM PERSONNEL; AND SHALL HENCEFORTH BE
KNOWN AS THE “FIT TO SERVE AND PROTECT ACT OF 2014”.

311-32 (LS)

FRANK B. AGUON, JR.

AN ACT RELATIVE TO APPROPRIATING THE FUNDS AVAILABLE IN
THE LIMITED GAMING FUND IN FISCAL YEAR 2013-2014 IN
ACCORDANCE WITH PUBLIC LAW 32-060.

312-32 (LS)

FRANK B. AGUON, JR.

AN ACT RELATIVE TO APPROPRIATING THE FUNDS IN THE GMHA
HEALTHCARE TRUST AND DEVELOPMENT FUND TO THE GUAM
MEMORIAL HOSPITAL AUTHORITY
PURSUANT TO PUBLIC LAW 32-060; BY AMENDING SUBSECTION “(B)”
OF §97103, CHAPTER 97, ARTICLE 1, TITLE 10, GUAM
CODE ANNOTATED.

313-32 (LS)

Brant T. McCreadie
V. Anthony Ada
Chris M. Duefias

Michael T. Limtiaco
Tommy Morrison

Aline A. Yamashita,

Ph.D.
FRANK B. AGUON, JR.
Dennis G. Rodriguez, Jr.

AN ACT TO CREATE A NEW ARTICLE 6 TO CHAPTER 90 TITLE 9, GUAM
CODE ANNOTATED, RELATIVE TO THE
CONSTRUCTION AND RENOVATION OF THE DEPARTMENT OF
CORRECTIONS ADULT CORRECTIONAL FACILITY TO ENSURE THE
SAFETY OF THE PEOPLE OF GUAM; WHICH
SHALL COLLECTIVELY BE CITED AS “THE DEPARTMENT OF
CORRECTIONS CONSTRUCTION INITIATIVE ACT OF 2014”.

314-32 (LS)

Aline A. Yamashita, Ph.D

AN ACT TO ADD A NEW CHAPTER 81 TO TITLE 21, GUAM CODE
ANNOTATED RELATIVE TO CREATING A STREAMLINED AND
EXPEDITED PROCESS FOR REZONING
REAL PROPERTY FOR CONSTRUCTING SMALL PROJECTS BY
PARTIALLY PRIVATIZING THE PROCESS.

315-32 (LS)

Michael F.Q. San Nicolas

AN ACT TO APPROPRIATE TWO HUNDRED NINETY-TWO THOUSAND
EIGHT HUNDRED DOLLARS ($292,800) TO FUND PROGRAMS FOR
DRUG AND ALCOHOL TREATMENT
SERVICES AND EMERGENCY YOUTH SHELTER FOR HOMELESS,
RUNAWAY, AND ABUSED YOUTH, BY ADDING A NEW 811 TO
CHAPTER XI OF PUBLIC LAW 32-068.




Bill Nos.

Sponsors

Title

316-32(LS)

Benjamin J.F. Cruz

AN ACT TO REPEAL AND REENACT 83105, CHAPTER 3 OF TITLE 22 OF
THE GUAM CODE ANNOTATED RELATIVE TO RESPONSIBLY RAISING
THE MINIMUM WAGE.

317-32 (LS)

T.A. Morrison

AN ACT TO ADD A NEW ARTICLE 4 TO CHAPTER 46 OF 9GCA
RELATIVE TO THE CRIME OF PHISHING.

318-32 (LS)

T.A. Morrison

AN ACT TO ADD A NEW ARTICLE 5 TO CHAPTER 46, TITLE 9, GUAM
CODE ANNOTATED RELATIVE TO CREATING THE “COMPUTER
PROTECTION ACT,”

319-32 (LS)

T.A. Morrison

AN ACT TO ADD A NEW ARTICLE 3 TO CHAPTER 46, TITLE 9, GUAM
CODE ANNOTATED RELATIVE TO CREATING THE
“COMPUTER SPYWARE PROTECTION ACT,”

320-32 (LS)

V.C. Pangelinan

AN ACT TO ADD A NEW CHAPTER 53 TO DIVISION 2, AND TO ADD A
NEW SECTION 70134 TO CHAPTER 70, DIVISION 3, TITLE
11 OF THE GUAM CODE ANNOTATED, RELATIVE THE CREATION OF
THE GUAM QUALIFIED RETIREMENT PLAN AND TRUST ACT.
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April 14, 2014

MEMORANDUM

To: Rennae Meno
Clerk of the Legislature

Attorney Therese M. Terlaje
Legislative Legal Counsel

From: Senator Rory J. Respicio/ﬁ/‘/w
Chairperson of the Committee on Rules
Subject: Referral of Bill No. 319-32(LS)

As the Chairperson of the Committee on Rules, I am forwarding my referral of
Bill No. 319-32(LS).

Please ensure that the subject bill is referred, in my name, to the respective
committee, as shown on the attachment. I also request that the same be
forwarded to all members of I Mina'trentai Dos na Liheslaturan Gudhan.

Should you have any questions, please feel free to contact our office at 472-7679.
Si Yu'os Ma'dse!

Attachment
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I MINA' TRENTAI DOS NA LIHESLATURAN GUAHAN
2014 (SECOND) Regular Session

Bill No. 31432, {15)

Introduced by: T. A. Morrison '),./

AN ACT TO ADD A NEW ARTICLE 3 TO CHAPTER 46,
TITLE 9, GUAM C(CODE ANNOTATED RELATIVE TO

CREATING THE “COMPUTER SPYWARE PROTECTION oy

ACT,” =
BE I'T ENACTED BY THE PEOPLE OF GUAM: %\
Section 1. A new Article 3 is added to Chapter 46 of 9GCA to read: W 5:

“Article 3
COMPUTER SPYWARE PROTECTION ACT

§46.301. Title. This Act may be cited as the “Computer Spyware Protection Act.”

§46.202. Legislative Intent. [ Liheslaturan Gudhan finds that spyware is a problem that
adversely affects nearly every computer connected to the internet. Spyware is a catch-all
term for computer programs that can track computer users' movements online. There are
hundreds of programs that range from innocuous “ad-ware,” which generates pop-up
advertisements, to more dangerous programs that can record a user’s keystrokes to gather
personal information such as credit card numbers and passwords without their knowledge
and forward this information to another entity without the consumer’s consent. Spyware 1s

a serious problem that can create substantial privacy risks, increase the risk of identity
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theft, and cause serious degradation to personal and business computers that can cost

millions of dollars in lost productivity.

It is the intent of I Liheslatura to protect owners and operators of computers in Guam from
the use of spyware and malware that is deceptively or surreptitiously installed on the

owner's or the operator's computer.

§46.303. Definitions

(1) “Cause to be copied” means to distribute or transfer computer software, or any

component thereof. Such term shall not include providing:

(a) a transmission, routing, provision of intermediate temporary storage, or

caching of software;

(b) a storage or hosting medium, such as a compact disk, web site, or
computer server through which the software was distributed by a third party;

or

(c}. an mnformation location tool, such as a directory, index, reference,
pointer, or hypertext link, through which the user of the computer located

the sofiware.

(2) “Computer software” means a sequence of instructions written in any programming
language that is executed on a computer. “Computer software” does not include a data

component of a web page that is not executable independently of the web page.
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(3) “Computer virus” means a computer program or other set of instructions that is
designed to degrade the performance of or disable a computer or computer network and is
designed to have the ability to replicate itself on other computers or computer networks

without the authorization of the owners of those computers or computer networks.

(4) “Damage” means any significant impairment to the integrity or availability of data,

software, a system, or information.

(5) “Execute,” when used with respect to computer software, means the performance of

the functions or the carrying out of the instructions of the computer software.

(6} “Intentionally deceptive” means any of the following:

a. An intentionally and materially false or fraudulent statement.

b. A statement or description that intentionally omits or misrepresents

material information in order to deceive an owner or operator of a computer.

c. An intentional and material failure to provide a notice to an owner or
operator regarding the installation or execution of computer sofiware for the

purpose of deceiving the owner or operator.

(7} “Internet” means the global information system that 1s logically linked together by a
globally unique address space based on the internet protocol (IP), or its subsequent
extensions, and that is able to support communications using the transmission control
protocol/internet protocol (TCP/AP) suite, or its subsequent extensions, or other IP-

compatible protocols, and that provides, uses, or makes accessible, either publicly or
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privately, high-level services layered on the communications and related infrastructure

described in this subsection.

(8) “Owner or operator” means the owner or lessee of a computer, or a person using such
computer with the owner or lessee's authorization, but does not include a person who

owned a computer prior to the first retail sale of the computer.

(9) "Message” means a graphical or text communication presented to an authorized user of

a computer.

(10} “Person” means any individual, partnership, corporation, limited liability company,

or other organization, or any combination thereof.

(11) “Personally identifiable information” means any of the following information if it

allows the entity holding the information to identify the owner or operator of a computer:
a. The first name or first initial in combination with the last name.
b. A home or other physical address including street name.
c. Personal identification code in conjunction with a password required to
access an wdentified account, other than a password, personal identification
number or other identification number transmitted by an authorized user to

the issuer of the account or its agent.

d. Social security number, tax identification number, driver's license number,

passport number, or any other government-issued identification number.
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¢. Account balance, overdraft history, or payment history that personally

identifies an owner or operator of a computer.

§46.304. Prohibitions, Use of Software
It is unlawful for a person who is not an owner or operator of a computer to cause
computer software to be copied on such computer knowingly or with conscious avoidance

of actual knowledge or willfully, and to use such software to do any of the following:

(1} Modify, through intentionally deceptive means, settings of a computer that control any

of the following:

a. The web page that appears when an owner or operator launches an Internet
browser or similar computer software used to access and navigate the

Internet.

b. The default provider or web proxy that an owner or operator uses to access

or search the Internet.

¢. An owner's or an operator's list of bookmarks used to access web pages.

(2y Collect, through intentionally deceptive means, personally identifiable information

through any of the following means:

a. The use of a kevstroke-logging function that records all or substantially all
keystrokes made by an owner or operator of a computer and transfers that

information from the computer to another person.
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b. In a manner that correlates personally identifiable information with data
regarding all or substantially all of the Web sites visited by an owner or
operator, other than Web sites operated by the person providing such
software, if the computer software was installed in a manner designed to
conceal from all authorized users of the computer the fact that the software is

being installed..

¢. By extracting from the hard drive of an owner's or an operator's computer,
an owner's or an operator's social security number, tax identification number,
driver's license number, passport number, any other government-issued
identification number, account balances, or overdraft history for a purpose
unrelated to any of the purposes of the software or service described to an

authorized user.

(3) Prevent, through intentionally deceptive means, an owner's or an operator's reasonable
efforts to block the installation of or execution of, or to disable, computer software by
causing computer software that the owner or operator has properly removed or disabled to
automatically reinstall or reactivate on the computer without the authorization of an

authorized user,

(4) Intentionally misrepresent that computer software will be uninstalled or disabled by an

owner's or an operator's action.
{5y Through infentionally deceptive means, remove, disable, or render inoperative
security, antispyware, or antivirus computer software installed on an owner's or an

operator's computer.

(6) Enable use of an owner's or an operator's computer to do any of the following:
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a. Accessing or using a modem or Internet service for the purpose of causing
damage to an owner's or an operator's compufer or causing an owner or
operator , or a third party affected by such conduct to incur financial charges

for a service that the owner or operator did not authorize.

b. Opening multiple, sequential, stand-alone messages in an owner's or an
operator's computer without the authorization of an owner or operator and
with knowledge that a reasonable computer user could not close the messages
without turning off the computer or closing the software application in which
the messages appear; provided that this paragraph shall not apply to
communications originated by the computer’s operating system, originated
by a software application that the user chooses to activate, originated by a
service provider that the user chooses to use, or presented for any of the

purposes described in §46.306.

¢. Transmitting or relaying commercial electronic mail or a computer virus
from the computer, where the transmission or relaying is initiated by a person
other than the authorized user and without the authorization of an authorized

user.,

(7) Modify any of the following settings related the computer’s access to, or use of, the

a. Settings that protect information about an owner or operator for the
purpose of taking personally identifiable information of the owner or

operator.



b. Security seftings for the purpose of causing damage to a computer.

¢. Settings that protect the computer from the uses identified in subsection (6)

of this section.

{8) Prevent, without the authorization of an owner or operator, an owner's or an operator's
reasonable efforts to block the installation of, or to disable, computer software by doing

any of the following:
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a. Presenting the owner or operator with an option to decline instaliation of
computer software with knowledge that, when the option is selected by the

authorized user, the installation nevertheless proceeds.

b Falsely representing that computer sottware has been disabled.

¢. Requiring in an intentionally deceptive manner the user to access the
Internet to remove the software with knowledge or reckless disregard of the
fact that the software frequently operates in a manner that prevents the user

from accessing the Internet.

d. Changing the name, location or other designation information of the
software for the purpose of preventing an authorized user from locating the

software to remove 1t

e. Using randomized or intentionally deceptive filenames, directory folders,
formats, or registry entries for the purpose of avoiding detection and removal

of the software by an authorized user.
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f. Causing the installation of software in a particular computer directory or
computer memory for the purpose of evading authorized users’ attempts to

remove the software from the computer;

g. Requiring, without the authority of the owner of the computer, that an
authorized user obtain a special code or download software trom a third party

to uninstall the software.

§46.305. Other Prohibitions
It is unlawtul for a person who is not an owner or operator of a computer to do any of the

following with regard to the computer:

(1) Induce an owner or operator to install a computer software component onto the
owner's or the operator's computer by intentionally misrepresenting that installing
computer software 1s necessary tor security or privacy reasons or in order to open, view,

or play a particular type of content.

(2y Using intentionally deceptive means to cause the execution of a computer software
component with the intent of causing the computer to use such component in a manner

that violates any other provision of this Article.

§46.306. Exceptions

§§46.304 and 46.305 shall not apply to the monitoring of, or interaction with, an owner's
or an operator's Internet or other network connection, service, or computer, by a
telecommunications carrier, cable operator, computer hardware or software provider, or
provider of information service or interactive computer service for network or computer
security purposes, diagnostics, technical support, maintenance, repair, network

management, authorized updates of computer software or system firmware, authorized
9
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remote system management, or detection or prevention of the unauthorized use of or
fraudulent or other illegal activities in connection with a network, service, or computer
software, including scanning for and removing computer software prescribed under this

Article.

§46.307. Remedies

(1) The attorney general, an Infernet service provider or software company that expends
resources in good faith assisting authorized users harmed by a violation of this Article, or
a trademark owner whose mark is used to deceive authorized users in violation of this
Article, may bring a civil action against a person who violates any provision of this
Article to recover actual damages, liquidated damages of at least one thousand dellars per
violation of this Article, not to exceed one million dollars for a pattern or practice of such

violations, attorney fees, and costs.

{2) The court may increase a darmage award to an amount equal to not more than three
times the amount otherwise recoverable under subsection 1 if the court determines that the

defendant committed the violation willfully and knowingly.

(3) The court may reduce liquidated damages recoverable under subsection 1, to a
minimum of one hundred dollars, not to exceed one hundred thousand dollars for each
violation if the court finds that the defendant established and implemented practices and

procedures reasonably designed to prevent a violation of this Article.

(4) In the case of a violation of §46.304(6)a. that causes a telecommunications carrier or
provider of voice over internet protocol service to incur costs for the origination,
transport, or termination of a call triggered using the modem or Internet-capable device of

a customer of such telecommunications carrier or provider as a result of such violation,

10
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the telecommunications carrier may bring a civil action against the violator to recover any
or all of the following—
a. the charges such carrier or provider is obligated to pay to another carrier or
to an information service provider as a result of the violation, including but

not limited to charges for the origination, transport or termination of the call;

b. costs of handling customer inquiries or complaints with respect to amounts

bitled for such calls;

¢. costs and a reasonable attorneys’ fee; and

d. an order to enjoin the violation.

{(5) For purposes of a civil action under paragraphs (1), (2) and (3) any single action or
conduct that violates more than one paragraph of this Article shall be considered multiple

violations based on the number of such paragraphs violated.

§46.308. Good Samaritan

{1) No provider of computer software or of an interactive computer service may be held
liable for identifying, naming, removing, disabling, or otherwise affecting a computer
program through any action voluntarily undertaken, or service provided, where the

provider:

a. Intends to identify accurately, prevent the installation or execution of,
remove, or disable another computer program on a computer of a customer of

such provider; and
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b. Reasonably believes the computer program exhibits behavior that violates

this act; and

c. Notifies the authorized user and obtains clear and conspicuous consent

before undertaking such action or providing such service,

(2) A provider of computer software or interactive computer service is entitled to

protection under this section only if such provider:

a. Has established internal practices and procedures to evaluate computer
programs reasonably designed to determine whether or not a computer

program exhibits behavior that violates this act; and

b. Has established a process for managing disputes and inquiries regarding
misclassification or false positive identifications of computer programs.

Nothing in this section is intended to limit the ability of the Attorney General,
or a district attorney to bring an action against a provider of computer

software or of an interactive computer service.



